
BOROUGH OF BARROW-IN-FURNESS 
 

EXECUTIVE COMMITTEE 
 

          Meeting: Wednesday, 15th December, 2021 
          at 2.00 pm (Banqueting Hall) 
 
NOTE: Group Meetings at 1.15 p.m. 
 

A G E N D A 
 
PART ONE 
 

1.   Apologies for Absence/Attendance of Substitute Members.   
 

 

2.   Urgent Items 
 

To deal with any items which the Chair considers to be of an urgent 
nature.  
 

 

3.   Delegations 
 

To receive notice from Members who may wish to move any 
delegated matter non-delegated and which will be decided by a 
majority of Members present and voting at the meeting. 
 

 

4.   Admission of Public and Press 
 

To consider whether the public and press should be excluded from 
the meeting during consideration of any of the items on the agenda. 
 

 

5.   Declarations of Interest 
 

To receive declarations by Members and/or co-optees of interests in 
respect of items on this Agenda.  
 

Members are reminded that, in accordance with the revised Code of 
Conduct, they are required to declare any disclosable pecuniary 
interests or other registrable interests which have not already been 
declared in the Council’s Register of Interests.  (It is a criminal 
offence not to declare a disclosable pecuniary interest either in the 
Register or at the meeting). 
 

Members may however, also decide, in the interests of clarity and 
transparency, to declare at this point in the meeting, any such 
disclosable pecuniary interests which they have already declared in 
the Register,  as well as any other registrable or other interests.   
 

 

6.   Confirmation of Minutes 
 

To confirm the Minutes of the meeting held on 10th November and 
the Extraordinary meeting held on 30th November, 2021. 
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7.   Public Participation 
 

Any member of the public who wishes to ask a question, make 
representations or present a deputation or petition at this meeting 
should apply to do so by no later than 5pm two working days before 
the meeting. Information on how to make the application can be 
obtained by viewing the Council’s website www.barrowbc.gov.uk or 
by contacting the Democratic Services Team at 
(jwhuck@barrowbc.gov.uk) or by telephone on (07825206525). 
  
(1) Questions and Representations 

To receive any questions or representations which have been 
received from members of the public 

  
(2) Deputations and Petitions 

To receive any deputations or petitions which have been 
received from members of the public. 

 

 

FOR DECISION  
 

 

(D) 8.   Council Finances Quarter 2 2021-2022   
 

The report presents a summary of the General Fund financial 
monitoring at 31st October 2021 
 

15 - 32 

(D) 9.   Digital and ICT Strategy and Action Plan 
 

To consider the Digital and ICT Strategy and Action Plan. 
 

33 - 56 

(D) 10.   Information Security Policy and Acceptable Use of Information Assets 
Policy   
 

To consider the Information Security Policy and the Acceptable Use 
of Information Assets Policy. 

 

57 - 90 

(D) 11.   Outside Bodies   
 

To appoint a representative to the Cumbria Police and Crime Panel. 

 

91 - 92 

PART TWO  
 

 

(D) 12.   Exempt Minute  
 

NOT FOR PUBLICATION BY VIRTUE OF PARAGRAPHS 3 & 5 OF 
PART ONE OF SCHEDULE 12A OF THE LOCAL GOVERNMENT ACT  

1972 AND ACCESS TO INFORMATION (VARIATION) ORDER 2006 

 
 
 
 

93 - 94 

http://www.barrowbc.gov.uk/


 

(D) 13.   Solar PV Development  
 

NOT FOR PUBLICATION BY VIRTUE OF PARAGRAPH 3 OF PART 
ONE OF SCHEDULE 12A OF THE LOCAL GOVERNMENT ACT 1972 

AND ACCESS TO INFORMATION (VARIATION) ORDER 2006 

 
 

95 - 98 

(D) 14.   New Digital Platform  
 

NOT FOR PUBLICATION BY VIRTUE OF PARAGRAPH 3 OF PART 
ONE OF SCHEDULE 12A OF THE LOCAL GOVERNMENT ACT 1972 

AND ACCESS TO INFORMATION (VARIATION) ORDER 2006 
 
 

99 - 104 

NOTE  (D) – Delegated 
  (R) – For Referral to Council 
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EXECUTIVE COMMITTEE 

 
Meeting: Wednesday 10th November 2021 
at 2.00 pm. (Banqueting Hall) 
 

PRESENT: - Councillors Brook (Chairman), Hall, Hamilton, McEwan, Maddox, Morgan, 
Pemberton and Seward. 
 
Officers Present:- Sam Plum (Chief Executive), Susan Roberts (Director of Resources), 
Debbie Storr (Head of Legal and Governance & Monitoring Officer), Jan Sharp (Deputy 
Director of People and Place), Ivor Churcher (Commercial Team Leader) (Minute Nos 69 
to 80 and 82), Mike Otto (Admin and Parking Services Manager) (Minute Nos. 69 to 75 
and 82), Chris Pollard (Cemeteries and Crematorium Manager) (Minute Nos. 69 to 77 
and 82), Helen Houston (Development Services Manager - Policy, Regeneration & 
Information) (Minute Nos. 69 to 80 and 82) and Jon Huck (Democratic Services 
Manager). 
 
69 – Apologies for Absence/Attendance of Substitute Members 
 

Apologies for absence had been received from Councillors Blezard, Biggins, H. Edwards, 
McClure, Roberts and Ronson. 
 

Councillors Hall, McEwan and Seward had substituted for Councillors H. Edwards, 
Blezard and Roberts for this meeting only. 
 
70 – The Local Government Act 1972 as amended by the Local Government 

(Access to Information) Act 1985 and Access to Information (Variation) Order 
2006  

Discussion arising hereon it was: - 
 

RESOLVED: - That under Section 100A(4) of the Local Government Act 1972 the public 
and press be excluded from the meeting for the following item of business on the grounds 
that it involved the likely disclosure of exempt information as defined in Paragraph 3 
(Minute No. 81) of Part One of Schedule 12A of the said Act. 
 
71 – Declarations of Interest 
 

Councillors Hamilton and McEwan declared an Other Registrable Interest in Agenda Item 
16 – Judicial Review and LGR and left the meeting during consideration of the item.  They 
were Members of Cumbria County Council. 
 
72 – Minutes 
 

The Minutes of the meeting held on 13th October 2021 were agreed as a correct record. 
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73 – Public Participation 
 

RESOLVED: - To note that no questions, representations, deputations or petitions had 
been received in respect of the meeting. 
 
74 – Presentation by Barra Culture 
 
Daniel Tyler-McTighe attended the meeting and gave a presentation on Barra Culture. 
 
RESOLVED: - To note the presentation by Barra Culture. 
 
75 – The Borough of Barrow-in-Furness (Off Street Parking Places) Order 2022 
 
The Car Parks and Admin Services Manager reported that Local authorities were 
empowered to make Orders under the Road Traffic Regulation Act 1984.  Traffic 
Regulation Orders allowed the Council to enforce parking restrictions on Council owned 
land, including designated off-street car parks. 
 
The current TRO 2018 took effect on 1st April 2018 and had recently been reviewed. The 
review highlighted that there was a requirement to now include the West Shore Car Park, 
Bigger Bank Parking Areas, and Nelson Street and Lime Street Car Parks in Dalton.  
These car parks had not been included in TRO 2018 and subsequently the Council were 
unable to enforce on them.  As part of the Low Carbon Barrow project these sites had 
been selected for the installation of Electric Vehicle Charging Points, by including them 
in the new TRO would enable the Council’s Civil Enforcement Officers to ensure the 
designated spaces were used for the correct purpose.  In addition, the Council had 
introduced a small number of motor-home parking spaces, again there was no provision 
in the current Order, so the inclusion would enable the Council to enforce should the need 
arise. 
 
In addition, it was proposed that the following contravention codes were adopted: 
71 – Parked in an electric vehicles’ charging place during restricted hours without 
Charging and 95 – Parked in a parking place for a purpose other than that designated. 
 
Details of the proposed restrictions for these areas and maps identifying the areas 
referred to in the report had been attached as appendices to the report. 
 
As part of the wider Low Carbon Barrow Project, aimed at reducing carbon emissions 
across the Borough, West Shore Car Park, Nelson Street Car Park and Lime Street Car 
Park had been identified as sites for the installation of Electric Vehicle (EV) Charging 
Points, therefore, the inclusion of these areas under the TRO 2022 and adoption of 
contravention code 71 – “Parked in an electric vehicles’ place during restricted hours 
without charging” – would enable regulation and control of the spaces designated for EV 
Charging. 
 
In addition, West Shore Car Park, Bigger Bank Parking Areas had been identified and 
had spaces designated for use by motorhomes. Inclusion of these car parks within TRO 
2022 and the adoption of contravention code 95 – Parked in a parking place for a purpose 
other than designated, would allow the motor-home spaces to be controlled. 

Page 6

Agenda Item 6



 
It was proposed that Hindpool Road Contract Car Park needed to be removed from the 
TRO 2022 as that land was no longer in Council ownership. 
 
A list of the car parks contained in the draft TRO 2022 had been attached as an appendix 
to the report. 
 
It was recommended that West Shore Car Park, Bigger Bank Parking Areas, Nelson 
Street Car Park and Lime Street Car Park should remain as free car parks.  It was also 
recommended that, should a vehicle be using the EV Charging Point on a pay and display 
car park would get 2 hours free parking. Beyond that time, it would be expected that the 
vehicle be moved. 
 
It was also recommended that, as the Council would no longer operate Portland Walk 
Level A after 14 December 2021, that area be removed from the Order, and in addition, 
an inclusion of the following charges: 40p for 20 minutes and £1.30 for 1 hour – to the 
existing tariff on levels B and C.  Previously, due to the lease agreement with Portland 
Walk Ltd the minimum stay on the car park was 2 hours.  That clause would no longer be 
relevant once Level A was handed back in December. 
 
It was moved by Councillor McEwan and seconded by Councillor Hamilton, and 
 
RESOLVED: - 
 
1. To approve the revisions to the Off Street Parking Places Order as detailed within 

the report; 
 

2. To approve the alteration of tariffs on Portland Walk Car Park to align with other 
car parks; 

 

3. To authorise Officers to prepare and publish a draft Order under the Road Traffic 
Regulations Act 1984; and 

 

4. To agree that the necessary consultations be undertaken by Officers in 
accordance with the requirements of the Act and the Local Authorities Traffic 
Orders (Procedure) (England and Wales) Regulations 1996 and any responses be 
brought back to this Committee after the consultation period. 

 
76 – Budget Timetable and Assumptions 2022-2023 
 
The Director of Resources report set out the 2022-2023 budget timetable key dates, the 
main assumptions that the budget estimates would be based on, and the consultation 
material. 
 
It was moved by councillor McEwan and seconded by Councillor Hall, and 
 
RESOLVED: -  
 
1. To note the budget timetable; 
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2. To note the budget assumptions; and  
 

3. To agree the approach to the budget consultation. 
 
77 – Memorial Bench Policy 
 

The Cemeteries and Crematorium Manager reported that this Committee on 11th 
November 2009 had agreed a set of guidelines for the installation of memorial benches 
within the Council Cemeteries.  These had regulated the installation of memorial 
benches.  There was no equivalent set of guidelines for the installation of memorial 
benches on Council owned land outside of Council Cemeteries.  That had resulted in an 
ad-hoc approach to the siting of benches and no clear position on quality of installation 
and maintenance. 
 
It had been noted that there had been a small waiting list of people who wanted a 
memorial bench to remember a loved one.  At present, there had been a pause on the 
installation and the report had sought to set out some clear parameters for siting of 
memorial benches on Council land so that there was some clarity on process. 
 
It was proposed that the guidelines and application process for Cemeteries be refreshed 
and broadened out to encompass siting of memorial benches on other Council owned 
land. 
 
The report set out the current guidelines and the updated guidelines. 
 
The draft Memorial Bench Policy had been reviewed by the Overview and Scrutiny 
Committee on 28th October 2021.  They were happy with the contents of the policy. 
 
The Committee were requested to agree the Barrow Borough Council Memorial Bench 
Policy for Barrow owned cemeteries and other land owned by the Council.  
 
It was moved by Councillor Morgan and seconded by Councillor McEwan, and  
 
RESOLVED: - To agree the Memorial Bench Policy for adoption with immediate effect. 
 
Immediately after the vote was taken Councillors Hall and Pemberton requested that it 
be recorded in the Minutes that they had voted against the decision. 
 
78 – Welcome Back Fund 
 
The Development Services Manager - Policy, Regeneration & Information reported that 
the Council had been awarded £217,717 through the Welcome Back Fund (WBF) which 
had been merged with the Re-opening High Streets Safely Fund (RHSS).  Both were 
European Regional Development Fund (ERDF) and aimed to ensure that towns and 
coastal areas were ready to welcome back visitors now that restrictions were being eased 
but still ensure people felt safe. 
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The RHSS fund provided by Government was for funding for the following activities: 
 

 Support to develop an Action Plan for how the local authority may begin to safely 
reopen their local economies; 

 Communications and public information activity to ensure that reopening of local 
economies can be managed successfully and safely; 

 Business facing awareness raising activities to ensure that reopening of local 
economies can be managed successfully and safely; and 

 Temporary public realm changes to ensure that re-opening of local economies can 
be managed successfully and safely. 

 
The first tranche of spend from the RHSS Fund was allocated to ensuring that an Action 
Plan was developed and also a plan to manage people moving safely around the town 
centre though appropriate signage, etc. 
 
The fund was incredibly restrictive in nature due to its short term nature and the eligibility 
requirements placed on it.  The Welcome Back Fund covered the following areas of scope 
and set out how the remainder of the RHSS WBF would be used: 
 

 Support to develop an Action Plan for how the local authority may begin to safely 
reopen their local economies; 

 Communications and public information activity to ensure that reopening of local 
economies can be managed successfully and safely; 

 Business facing awareness raising activities to ensure that reopening of local 
economies can be managed successfully and safely; 

 Temporary public realm changes to ensure that re-opening of local economies can 
be managed successfully and safely; 

 Support and promote a safe public environment for a local area’s visitor economy; 

 Support Local Authorities to develop plans for responding to the medium term 
impact of Covid-19 including trialling new ideas where these relate to the High 
Street. 

 
The Growing Forward reported to this Committee in July 2021 had recognised the 
opportunities that could be delivered through the fund as part of its actions to deliver key 
improvements to the town centre for the benefit of residents, workers and visitors in 
support of the Council objective around plan and vibrant town centres where people want 
to visit.  The Welcome Back Fund must be spent by 31st March 2022 and the report 
updated on progress in developing the action plan. 
 
It was moved by Councillor Hamilton and seconded by Councillor McEwan, and 
 
RESOLVED: -  
 
1. To approve the acceptance of the grant funding totalling £217,717 and note the 

progress in developing the high level Action Plan with partners; 
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2. To agree that the Director of People and Place be granted delegated authority to 

allocate the remaining funding in accordance with the Government’s eligibility 
criteria and in line with the proposals set out in the report; and 

 
3. To authorise Officers to complete the execution of all requisite legal documentation 

in relation to the funding. 
 
79 – Brilliant Barrow Town Deal Submission 
 
The Chief Executive reported that following the Heads of Terms agreement there was a 
requirement to develop full business cases for each project and submit a mandatory 
Summary Document to Government for consideration.  Government needed to review 
and be satisfied with the Summary Document before funding could be released. 
 
The Town Deal Summary Document and accompanying supporting documents must be 
submitted to Government within 12 months from the signing of Heads of Terms (by 17th 
November 2021). 
 
The report sets out the package of documents proposed for submission, with the content 
guided by requirements set out in the Town Deal Heads of Terms and subsequent 
communications received from Government, as national Towns Fund programme 
guidance had developed. 
 
It was moved by Councillor Hamilton and seconded by Councillor Hall, and 
 
RESOLVED: -  
 
1. To endorse the following Town Deal reports: 
 

o Town Deal Summary Part 1: Project Summary Documents; 
o Town Deal Summary Part 2: TIP Improvement Conditions; 
o Programme Financial Profile (as submitted 27th September); 
o Programme Monitoring & Evaluation Plan; 

 
2. To note that subject to project specific conditions being agreed Officers, acting for 

the Accountable Body, had no additional comments to raise regarding the post-
assurance full business cases; 

 
3. To agree that delegated authority be granted to the Chief Executive and the 

Section 151 Officer to sign off the Project Summaries at Appendix A and the 
statement on completion of the Town Investment Plan conditions at Appendix B; 

 
4. To agree that delegated authority be granted to the Chief Executive, in consultation 

with the Chair of the Executive Committee, to complete the submission of the Town 
Deal reports at Appendices A, B and D in the Council’s capacity as Accountable 
Body to Government by 17th November 2021 (note that Appendix C had been 
submitted to Government for an earlier deadline of 27th September 2021); 
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5. To agree that delegated authority be granted to the Monitoring Officer and Section 
151 Officer to agree and complete funding agreements with the partners that would 
deliver Town Deal projects on behalf of the Council, as the Accountable body for 
the Towns Fund programme; and 

 
6. To note that the advance Town Deal capital funding of £1.25m be awarded to 

particular projects identified as part of programme management; funding 
agreements shall be issued as part of the normal governance arrangements (note 
that the advance was not fully reflected in the Programme Financial Profile at 
Appendix C, following Government guidance). 

 
80 – Structural Changes Order 
 
The Chief Executive reported that following the Secretary of State’s decision to implement 
two new unitary councils on an East-West geography for the County of Cumbria and 
further to Council resolution in July 2021 the Chief Executive and appropriate officers 
had, in consultation with the Leader, been working with Cumbrian authorities on the 
implementation of reorganisation, including negotiating the draft SCO with MHCLG (now 
DLUHC). 
 
The Secretary of State intended as part of the legal process to seek Parliamentary 
approval for the necessary secondary legislation to implement this proposal.  It was 
intended that a draft Structural Changes Order would be laid in Parliament around the 
turn of the year and that it would include provision for the appropriate transitional 
arrangements, including addressing the timing of elections, and for the transfer of the full 
range of local authority responsibilities on 1st April 2023 to the two new Unitary Councils. 
 
The Chief Executive commented that the draft text for the Structural Changes Order had 
been received and that a Member Briefing had been arranged to be held on Thursday 
11th November at 5.00 pm. 
 
RESOLVED: -  
 
1. To receive the update; and 
 
2. To note that a Member briefing had been arranged to be held on Thursday 11 

November 2021 at 5pm following receipt of the draft Structural Changes Order. 
 
Local Government Act 1972 - Excluded Items 
 

It was moved by Councillor Morgan and seconded by Councillor Maddox that the meeting 
moved into Part Two, and  
 

RESOLVED: - That the item to be taken in Part Two of the Agenda be dealt with following 
the exclusion of the press and the public. 
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81 – Judicial Review and LGR 
 

The Monitoring Officer gave the Committee a verbal update on the Judicial Review and 
LGR. 
 

RESOLVED: - To note the verbal update. 

REFERRED ITEM 
 

THE FOLLOWING MATTERS ARE REFERRED TO COUNCIL FOR DECISION 

 
82 – Statement of Gambling Policy 
 
The Commercial Team Leader attended the meeting to present the report to Members. 
He advised that Section 349 of the Gambling Act 2005 required that the Council 
developed, consulted on and published a statement of the principles that they proposed 
to apply in exercising their functions under the Act during the three-year period to which 
the policy applied. 
 
The Commercial Team Leader advised that consultation on the revised Statement of 
Gambling had been undertaken and had concluded on 24th October 2021.  The Policy 
had been available on the Council’s website as part of the public consultation.  No 
responses had been received, the draft policy would be considered by this Committee 
prior to being referred to Full Council on 7th December 2021 for adoption. 
 
A copy of the revised draft Statement of Gambling Policy and a full list of consultees had 
been appended to the report.  Only minor amendments had been made to the policy 
which had been highlighted in red.  Any revisions made to the existing policy must be 
published in a revised policy no later than 3rd January 2022. 
 
The Policy had been considered by the Overview and Scrutiny Committee on 28th 
October 2021 and Licensing Committee on 4th November 2021 and no comments or 
proposed amendments to the Policy had been made. 
 
It was moved by Councillor Hamilton and seconded by Councillor McEwan, and 
 
RESOLVED:- To recommend the Council approve the Barrow Borough Council – 
Statement of Gambling Policy 2022 - 2025. 
 
The meeting closed at 3.15 pm. 
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EXECUTIVE COMMITTEE 
 
Extraordinary Meeting: Tuesday 30 November 
2021 at 4.00 pm. (Banqueting Hall) 
 

PRESENT:- Councillors Brook (Chairman), Assouad, Biggins, Burns, H. Edwards, 
Hamilton, McClure, Morgan, Pemberton and Ronson. 
 
Officers Present:- Sam Plum (Chief Executive), Susan Roberts (Director of Resources), 
Steph Cordon (Director of People and Place), Debbie Storr (Head of Legal and 
Governance & Monitoring Officer), Jan Sharp (Deputy Director of People and Place) and 
Jon Huck (Democratic Services Manager). 
 
83 – Apologies for Absence/Attendance of Substitute Members 
 

Apologies for absence had been received from Councillors Barlow, Blezard, Maddox and 
Roberts. 
 

Councillors Assouad and Burns had substituted for Councillors Blezard and Roberts for 
this meeting only. 
 
84 – The Local Government Act, 1972 as amended by the Local Government 

(Access to Information) Act, 1985 and Access to Information (Variation) 
Order 2006 – Urgent Item 

 
RESOLVED:- That by reason of the special circumstances outlined below the Chairman 
is of the opinion that the following item of business not specified on the agenda should 
be considered at the meeting as a matter of urgency in accordance with Section 
100(B)(4)(b) of the Local Government Act 1972.  
 
   Item       Reason 
 
102 Abbey Road, Barrow-in-Furness  Confirmation of the decision was                
(Minute No. 90) required by the Arts Council by    
 13 December 2021. 
 
85 – The Local Government Act 1972 as amended by the Local Government 

(Access to Information) Act 1985 and Access to Information (Variation) Order 
2006  

 
RESOLVED:- That under Section 100A(4) of the Local Government Act 1972 the public 
and press be excluded from the meeting for the following items of business on the 
grounds that they involved the likely disclosure of exempt information as defined in 
Paragraph 3 (Minute Nos. 89 and 90) and Paragraphs 3 and 5 (Minute No. 88) of Part 
One of Schedule 12A of the said Act. 
 
86 – Declarations of Interest 
 

Councillors Burns and Hamilton declared an Other Registrable Interest in Agenda Item 8 
as Members of Cumbria County Council. 
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87 – Public Participation 
 

RESOLVED:- To note that no questions, representations, deputations or petitions had 
been received in respect of the meeting. 
 
Local Government Act 1972 - Excluded Items 
 

It was moved by Councillor Hamilton and seconded by Councillor Morgan that the 
meeting moved into Part Two, and  
 

RESOLVED:- That the items to be taken in Part Two of the Agenda be dealt with following 
the exclusion of the press and the public. 
 
88 – Service Delivery Update 
 

The Director of People and Place gave the Committee a Service Delivery update. 
 
RESOLVED:- That the resolutions as set out in the exempt minute be agreed. 
 
89 – Supported Accommodation 
 
The Deputy Director of People and Place presented a report on a request for funding to 
be drawn from the Homelessness Prevention Grant. 
 
RESOLVED:-  
 

1. To agree the temporary funding from the Homelessness Prevention Grant as set 
out within the Part Two report; and 

 

2. That the Deputy Director of People and Place, in consultation with the Director of 
Resources, be authorised to finalise and agree the terms of the funding agreement. 

 
90 – 102 Abbey Road, Barrow-in-Furness 
 
The report requested Members to consider and agree to transfer the lease for 102 Abbey 
Road from Creative Studios (CSC) Ltd to Signal Film and Media Limited. 
 
RESOLVED:-  
 

1. To transfer the lease and grant subsidy to Signal Film and Media Ltd from Creative 
Studios Cumbria Ltd; 

 

2. That all terms and conditions remain as agreed by Executive Committee on 13th 
January, 2021; and 

 

3. That a letter of support from the Council be submitted to Arts Council England (ACE) 
to confirm the transfer of the lease and supporting the applications for improvements 
to the building. 

 
The meeting closed at 5.10 pm. 
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PART ONE 

Barrow Borough Council  

Executive Committee  

15 December 2021 

Council Finances Quarter 2 2021-2022 

 
 

Report from:   Director of Resources  

Report Author:  Director of Resources  

Wards:    None 

 

1.0  Summary and Conclusions  

1.1  This report presents a summary of the General Fund financial monitoring at the 31 

October 2021 which is a month beyond the quarter. 

 

1.2 The reason for the timing difference results from significant budget work carried 

out in October 2021 which identified exceptional items. 

 

2.0  Recommendation  

2.1 It is recommended that the Executive Committee:-  

 
1. Note the General Fund financial monitoring at 31 October 2021; 
2. Note the budget pressures from income losses noted in the report and 

their impact on the Council’s financial position; 
3. Agree that the balance of the Additional Restrictions Grant is distributed 

to an organisation providing borough-wide business support as part of 
the recovery from COVID-19; 

4. Approve the revised Capital Programme; 
5. Agree to the purchase of Microsoft Surface Devices for Members, funded 

from reserves; 
6. Agree to the purchase of a replacement Microphone System, funded from 

reserves; 
7. Note the current projection of reserves at 31 March 2022; 
8. Consider creating a Capital Programmes Manager with the salary £59k-

£62k, Deputy Chief Officer level, funded by the major project grants; 
9. Consider delegating the recruitment of the Capital Programmes Manager 

to the Director of People and Place; and 
10. Consider a temporary arrangement for the Director of People and Place 

to take on key work and deputise for the Chief Executive as appropriate 
due to Local Government Reorganisation commitments. 
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3.0 Background and Proposals  

3.1 General Fund at 31 October 2021 

 

3.1.1 The revenue service budget monitoring excludes internal support allocations, 

capital accounting, treasury, pension accounting, and earmarked reserves which 

are covered in a separate section of this report.  Housing benefits expenditure and 

subsidy is also excluded and covered separately within this report.  The excluded 

items total £4.247m. 

 

3.1.2 The core net General Fund budget is £7.339m and adding back the value of the 

excluded items set out in paragraph 3.1.1, gives the current budget for services of 

£11.586m. 

 

3.1.3 The General Fund budget for services is increased by £531k from quarter 1 for 

one-off items funded from reserves of £430k and COVID-19 Sales, Fees and 

Charges (SFC) compensation grant £101k.  The earmarked reserves have been 

used in accordance with the purposes that they were established for.  The COVID-

19 SFC compensation replaces irrecoverable lost service income with grant; it is 

replacement funding and not new funding. 

 

3.1.4 The monitoring at 31 October is presented objectively in the following table. 

 

 
 

3.1.5 Major variations of 10% and/or £10k are reviewed individually and will continue to 

be monitored in the following quarters.  The concerns and items to note at 31 

October profiles are: 

 

 Community Wealth Building 

o External income from hire of the forum is behind profile by £25k and this 

may not recover this financial year. 

o The forum programme (show) income is determined after the events 

and is not included until later in the year. 

 Place & Climate Change 

o External income from pay and display parking is behind profile by £115k 

and this will not recover this financial year, and is likely to lead to a loss 

Core

Budget

£000

 Profiled

Budget

£000 

 Accrued

Actual

£000 

 Difference

£000 

Variance

%

Community Wealth Building 1,328          742             659             83               11%

Legal & Governance 886             285             279             6                 2%

People & Communities 687             156             146             10               6%

Place & Climate Change 2,826          1,326          1,379          53-               -4%

Resources 2,502          1,465          1,370          95               6%

Support Services 3,357          1,986          1,911          75               4%

11,586       5,960          5,744          216             4%
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of around £200k for this financial year – the budget for 2022-2023 will 

also be impacted by a shortfall in income. 

 

3.1.6 At the 31 March 2021 £150k was set aside in reserves to cover ongoing COVID-

19 impacts; this will be used to offset the irrecoverable income losses of 2021-

2022. 

 

3.1.7 The COVID-19 emergency funding awarded at the time of the last financial 

settlement of £486k is funding additional expenditure but should there be any 

remainder this will also be used to offset the irrecoverable income losses of 2021-

2022. 

 

3.1.8 The subjective analysis at 31 October is presented objectively in the following 

table. 

 

 
 

3.1.9 Again the major variations of 10% and/or £10k are reviewed individually and will 

continue to be monitored in the following quarters.  The concerns and items to 

note at 31 October profiles are: 

 

 Employee Costs 

o There has been no pay award for 2021-2022 yet.  Turnover from 

vacancies and other leavers is being used to fund cover and overtime, 

any other additions to staff pay, external support for staffing that is 

bought in, and associated staffing costs such as training and recruitment 

support. 

 External Income 

o The exceptions are noted against the division in paragraph 3.1.5. 

 

3.1.10 Overall, external income for services is not all recovering as expected.  The impact 

on the 2021-2022 budget is now very likely and is estimated to be at least the 

current shortfall of the forum and pay and display sales £140k. 

 

3.1.11 If any of the employee costs underspend remains at the year-end, that can offset 

the irrecoverable losses in 2021-2022; that does not apply to future years where 

the staff turnover savings cannot be expected. 

Core

Budget

£000

 Profiled

Budget

£000 

 Accrued

Actual

£000 

 Difference

£000 

Variance

%

Employee Costs 7,517          4,460          4,163          297             7%

Transport Costs 108             63               42               21               33%

Property Costs 2,233          1,203          1,178          25               2%

Supplies & Services 4,506          1,781          1,716          65               4%

Contracted Services 3,957          1,724          1,699          25               1%

External Income 6,735-          3,271-          3,054-          217-             7%

11,586       5,960          5,744          216             4%
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3.1.12 The Medium Term Financial Plan forecast has been updated to reflect the 

anticipated impact in future years and the budget setting for 2022-2023 will 

consider these income levels for future years and the budget deficit to address. 

 

3.2 Housing Benefit Subsidy 

 

3.2.1 The Council receives subsidy from the DWP for the housing benefits paid out, 

however there are certain scenarios where that subsidy is not at 100%. 

 

3.2.2 The DWP regulations require the Council to refer rent levels (for housing benefit 

purposes) to the Rent Officer at the Valuation Office Agency. 

 

3.2.3 This referral applies to supported accommodation that is provided by an 

organisation that is not a registered housing association. 

 

3.2.4 Rents in supported accommodation are higher as they incorporate elements of 

cost that the landlord controls rather than the tenants, because the tenants need 

additional property management support. 

 

3.2.5 Generally the rents set by the Rent Officer are around £90 per week and the actual 

rent is £250 per week (average).  The gap of £160 is covered by 60% subsidy from 

the DWP and the Council funds the remaining 40%.  In certain circumstances the 

DWP will not cover any of the cost above the Rent Officer amount leaving 100% 

for the Council to fund. 

 

3.2.6 The number of supported accommodation units currently part-funded by the 

Council is around 170 and the cost to the Council for 2021-2022 is estimated to 

be £487k which is £314k above the initial estimates – the number of units has 

greatly increased. 

 

3.2.7 This is a huge and growing budget pressure.  A suggested mitigation would be to 

encourage those organisations providing supported accommodation that are not 

registered housing associations, to register.  That would enable the Council to 

claim 100% subsidy from the DWP as the rents are not referred unless they are 

unreasonably high. 

 

3.2.8 The impact of part-funding supported accommodation is reflected in the Medium 

Term Financial Plan forecast. 

 

3.3 Additional Restrictions Grant 

 

3.3.1 The Additional Restrictions Grant (ARG) scheme closed after a final distribution of 

funds in July 2021. 

 

3.3.2 A small number of local businesses returned the final top-up as their normal trading 

was no longer impacted by COVID-19. 
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3.3.3 This has resulted in around £5k of ARG to be spent and it is proposed that this is 

distributed to an organisation providing Borough-wide business support as part of 

the recovery from COVID-19. 

 

3.4 Treasury Management 

 

3.4.1 Treasury Management activities remain within the Policy approved in March 2021.  

There are no changes to the fixed term debt and a £1m maturity in March 2022 

will be repaid.  The interest earned to the 30 September 2021 was £35k which is 

in line with quarter 2 expectations. 

 

3.4.2 The temporary investments on the 30 September 2021 are shown in Appendix 1.  

There are more funds than other years as Government intentionally over funded 

the Business Rate retail relief to aid cashflow for district Councils. 

 

3.5 Reserves 

 

3.5.1 The General Fund reserves brought forward at 1 April 2021 included several 

elements of COVID-19 funding.  There is the separated reserve for the COVID 

Section 31 Reliefs grants that link to the Collection Fund accounting, plus the Tax 

Income Guarantee compensation and general support held as COVID Section 31 

(S31) Others. 

 

3.5.2 The current projection of reserves to 31 March 2022 are shown in the following 

table and there will be other movements before year-end: 

 

 
 

1/4/2021

£000

Transfers

£000

Movement

£000

31/3/2022

£000
Notes

COVID S31 Reliefs 3,929         -             3,763-         166            

COVID S31 Others -             901            901-            -             1

LGR Implementation Pot -             1,600         1,600-         -             1

LGR Implementation -             450            100-            350            1

Transformation 552            -             301-            251            

Major Projects 1,490         -             479-            1,011         

Renewals 726            -             86-              640            

Insurance 100            -             20-              80              

Losses 862            -             -             862            

Contingency 4,656         2,951-         306-            1,399         1

Others 645            -             57-              588            

12,960      -             7,613-         5,347         

Ring-fenced Grants 417            -             -             417            

13,377      -             7,613-         5,764         

1 - The transfers specified items from the Contingency Reserve.
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3.5.3 Reserves continue to be used for the purposes that they were established for.  

Reserves are not used to fund recurring expenditure; reserves are used to fund 

one-off items. 

 

3.5.4 There are several transformation projects running at present, Agile Working £67k, 

Customer Services £28k, and service specific software/systems prioritised by the 

IT Strategy (based on a risk-assessment), currently £40k. 

 

3.5.5 The transformation projects are funded by the Transformation Reserve and it is 

proposed that to enable Members to benefit from the enhancement and 

improvements in the corporate IT offer an additional amount is included for 

Microsoft Surface devices instead of the iPads. 

 

3.5.6 The Devices are estimated to cost around £33k and these can be repurposed and 

used by officers when Member numbers reduce in the unitary authority.  The 

Surface device provides greater functionality and access, improved security, 

access to Teams and continued access to Zoom. 

 

3.5.7 A further request from the Transformation Reserve is the proposed replacement 

of the current microphone system with a modern alternative. 

 

3.5.8 The procurement of this is still a work in progress and it is estimated to cost around 

£50k.  This will be a system that can be used within the Town Hall on an ongoing 

basis, for more than committee meetings once it is established. 

 

3.6 Capital Programme 

 

3.6.1 The Capital Programme has been revised to reduce the level of Usable Capital 

Receipts to the amount in-hand plus those due/committed during the years of the 

Programme 2021-2025. 

 

3.6.2 The revised Capital Programme 2021-2025 is included as Appendix 2 and the 

variations are shown in Appendix 3. 

 

3.6.3 The 2021-2022 Programme and expenditure as at 31 October 2021 is included as 

Appendix 4. 

 

3.6.4 The Programme appendices contain brief notes for clarity, with the highlight being 

that the major funding programmes remain subject to profiling or re-profiling and 

the Usable Capital Receipts are reduced to cash amounts. 

 

3.6.5 For the Programme to be fully funded £520k of Usable Capital Receipts are 

required and these will flow from the repayments of the Cluster of Empty Homes 

soft loans and a prudent number of Right to Buy sales. 

 

3.6.6 There are no exceptions in-year to report.  The major projects will be reflected in 

the Programme once the profiles are confirmed. 
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3.7 Medium Term Financial Plan 

 

3.7.1 The headline forecasts are provided as an indication of the impact of the income 

concerns of 2021-2022.  These will be refined as part of the budget setting process 

and proposals: 

 

 
 

3.8 Establishment Changes 

 

3.8.1 In order to deliver the capital programme and major funding programmes, 

including the Town Deal and Levelling Up Fund, it is proposed that either external 

consultancy services are procured, or a Capital Programmes Manager post is 

created. 

 

3.8.2 The Capital Programmes Manager post is proposed at Deputy Director level which 

is a salary of £59k-£62k.  If recruitment is unsuccessful the procurement of 

consultancy services will be finalised; this process would run in parallel to 

recruitment to avoid any delays. 

 

3.8.3 The grading/level of the post is subject to Member appointment – an interview 

panel drawn from the Executive Committee. 

 

3.8.4 Members are requested to delegate the recruitment of the Capital Programmes 

Manager to the Director of People and Place. 

 

3.8.5 The post is permanent and will be funded by the major project grants. 

 2022-2023

£000 

 2023-2024

£000 

 2024-2025

£000 

Subjective headings:

Staff related expenditure 8,041         8,249         8,462         

Bought-in supplies and services 8,158         8,277         8,398         

Housing benefits 473            487            501            

External income 6,007-         6,082-         6,161-         

Internal income 865-            865-            865-            

Treasury management 978            967            956            

Net Revenue Budget 10,778       11,033       11,291       

Budget financed by:

Council Tax precept 5,013-         5,164-         5,315-         

Settlement Baseline 4,497-         4,587-         4,679-         

Additional Business Rates 784-            786-            786-            

New Homes Bonus 2-                 -             -             

Total Revenue Financing 10,296-       10,537-       10,780-       

Deficit/(surplus) 482            496            511            
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3.8.6 The Chief Executive’s time commitment to Local Government Reorganisation has 

become significant and it is necessary to support and continue some key work. 

 

3.8.7 The responsibilities of the Chief Executive as Head of Paid Service do not change, 

nor do the officer delegations which will be kept under review. 

 

3.8.8 The options are to procure or recruit a temporary part time resource at the Chief 

Executive level, or to assign some of the key work of the Chief Executive and 

backfill at a lower management level and recognise the temporary changes. 

 

3.8.9 It is proposed that the Director of People and Place is temporarily confirmed as 

the Director of People and Place and Deputy Chief Executive. 

 

3.8.10 The additional element would begin on the 1 January 2022 and end on the 31 

March 2023 and the substantive post would remain as the Director of People and 

Place. 

 

3.8.11 As the key work is to support the Chief Executive role and does not transfer the 

Head of Paid Service or Returning Officer responsibilities, remuneration advice 

will be sought from the Local Government Association.  Any pay differential will be 

charged to the LGR Implementation Reserve. 

 

3.8.12 Expert advice and support will also be procured for specific needs on a project 

basis using funds approved for that purpose. 

 

4.0 Consultation  

4.1 Consultation is not relevant to the content of this report, the temporary change 

relating to the Chief Executive will be added to the next Management Union 

Liaison Committee agenda 

 

5.0  Alternative Options  

5.1 There are no alternative options to present unless specifically stated in the body 

of the report. 

 

6.0 Contribution to Council Plan Priorities  

6.1 The recommendations primarily concern the Council’s financial resilience which 

underpins the Council’s operations strategies and Council Plan. 

 

7.0 Implications  

Financial, Resources and Procurement  

7.1 The implications are contained within the report. 

 

Legal  
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7.2 There are no specific legal implications from the recommendations.  The 

procurement of expertise and support will be carried out in accordance with the 

Council’s procurement rules. 

 

Equality and Diversity  

7.3 Have you completed an Equality Impact Analysis?  No, the report has no direct 
Equality and Diversity implications. 

 
Risk 

Risk  Consequence  Controls required  

Budgets are exceeded. Unplanned use of 

financial reserves and/or 

reductions in service 

expenditure. 

Financial monitoring and 

budgetary control. 

 
Appendices 

Appendix Name 

1 Treasury Portfolio 

2 Capital Programme 2021-2025 

3 Capital Programme 2021-2025 – Variations 

4 Capital Programme 2021-2022 

 
Contact Officers  

Director of Resources, directorsadmin@barrowbc.gov.uk  
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Appendix 1

Treasury Portfolio

Deposits at 30 September 2021

Institution
Amount

£000
Notes

Cumberland Building Society 4,000    
Furness Building Society 4,000    
Monmouthshire Building Society 2,000    
National Counties Building Society 4,000    
Newcastle Building Society 3,000    
Nottingham Building Society 3,000    
Saffron Building Society 4,000    
Somerset West and Taunton Council 3,000    
Thurrock Borough Council 3,000    
Fixed Term Deposits 30,000  
HSBC 10,400  1
Total Deposits 40,400  

Notes
1 - This is an overnight deposit account which covers cash flows.
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Appendix 2
Capital Programme 2021-2025

Programme at 31 October 2021

Project
2021-2022

£000
2022-2023

£000
2023-2024

£000
2024-2025

£000
Total Notes

Housing Planned Maintenance 2,183         2,184         2,183         2,183         8,733    
Disabled Facilities Grants 1,000         1,000         1,000         1,000         4,000    
Housing First -            310            -            -            310       
Town Deal - Rawlinson Street Phase 2 -            330            -            -            330       
North Central  Renewal - Greengate Street 150            -            -            -            150       
Town Deal - Ferry Road -            -            500            20              520       
Private Sector Housing -            -            -            94              94         
Cemetery 100            -            -            -            100       
Play Areas 35              -            -            -            35         
Waterfront Gateway Business Centre 88              -            -            -            88         
Heritage Action Zone 52              -            -            -            52         1           
Accelerated Towns Fund 587            -            -            -            587       
Low Carbon Barrow 730            730            -            -            1,460    1           
Piel Island Ferry -            70              -            -            70         1           
Levelling Up Fund 56              402            1,142         -            1,600    1           
Contingency 50              100            -            -            150       

5,031         5,126         4,825         3,297         18,279  

Source
2021-2022

£000
2022-2023

£000
2023-2024

£000
2024-2025

£000
Total Notes

Major Repairs Reserve 2,183         2,184         2,183         2,183         8,733    
Disabled Facilities Grant 1,000         1,000         1,000         1,000         4,000    
Heritage Action Zone 52              -            -            -            52         1
Accelerated Towns Fund 563            -            -            -            563       
European Structural and Investment Fund 50              668            -            -            718       1
Cumbria Local Enterprise Partnership 680            70              -            -            750       1
Private Contributions -            62              -            -            62         1
GF Earmarked Reserves -            310            -            -            310       
Usable Capital Receipts 503            832            1,642         114            3,091    2

5,031         5,126         4,825         3,297         18,279  

Notes
1 - Project and funding currently being profiled/re-profiled.
2 - Usable capital receipts include £520k to be received across the Programme years.
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Appendix 3
Capital Programme 2021-2025

Variations at 31 October 2021

Project Amount
£000 Source  Amount

£000 Notes

Total Capital Programme brought forward     19,019 19,019    
Waterfront Gateway Business Centre            88 Usable Capital Receipts 88           1

Accelerated Towns Fund 562         
Usable Capital Receipts 25           2

Public Buildings Major Works -        465 Usable Capital Receipts 465-         3
Corporate IT Infrastructure -        400 Usable Capital Receipts 400-         3
IT Systems -        400 Usable Capital Receipts 400-         3
Contingency -        150 Usable Capital Receipts 150-         3

18,279    18,279    

Notes
1 - Retention payment; project completed.
2 - Overspend funded from Usable Capital Receipts; project completed.
3 - Project lines removed/reduced as there are no Usable Capital Receipts to finance expenditure.

Accelerated Towns Fund          587 
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Appendix 4

Capital Programme 2021-2022

Expenditure at 31 October 2021

Project
Budget

£000
Spend
£000

Notes

Housing Planned Maintenance 2,183       928     
Disabled Facilities Grants 1,000       230     
North Central  Renewal - Greengate Street 150          -      
Cemetery 100          2         
Play Areas 35            -      
Waterfront Gateway Business Centre 88            88       1
Heritage Action Zone 52            51       2
Accelerated Towns Fund 587          587     1
Low Carbon Barrow 730          20       2
Levelling Up Fund 56            -      2
Contingency 50            -      

5,031       1,906  

Source
Budget

£000
Major Repairs Reserve 2,183       
Disabled Facilities Grant 1,000       
Heritage Action Zone 52            
Accelerated Towns Fund 563          
European Structural and Investment Fund 50            
Cumbria Local Enterprise Partnership 680          
Usable Capital Receipts 503          

5,031       

Notes
1 - Projects completed.
2 - Project and funding currently being profiled/re-profiled.
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PART ONE 

Barrow Borough Council  

Executive Committee 

Wednesday, 15 December 2021 

Digital & ICT Strategy and Action Plan 

 
 

Report from:   IT Manager 

Report Author:  IT Manager and Interim Corporate Support 
Manager 

Wards:    (All Wards); 

 

1.0  Summary and Conclusions  

1.1  This report sets out what initiatives the Council will undertake to develop and 

deploy Digital and related Information and Communications Technology (ICT) 

infrastructure, applications and services, during the period leading up to the 

vesting of the new Westmorland and Furness Unitary Authority in April 2023. 

1.2 The aim this strategy is to: 

 Deliver the Digital and ICT enablers required to achieve the ambitions in our 

Council Plan and specifically the Customer Services Strategy  

 Provide Council staff and members with the technologies and services required 

for the current and post Covid workplace 

 Align the development of the Council’s ICT infrastructure, and application 

estate in line with the development of the new Unitary Authority’s ICT strategy 

and integration roadmap 

 Continued improvement of the Council’s cyber security and resilience 

capabilities 

 Ensure the current and future ICT provision meets the Council’s requirements 

and to remediate any aspects of the provision which generate risk to the 

Council in the delivery of its obligations and services    

1.3 It builds on the progress made with the preceding IT Strategic Plan (2017-2020).  

  

2.0  Recommendation  

2.1 It is recommended that Executive Committee: -  

(1) Agree the Strategy and the timeline for the delivery of the Digital and ICT 

Strategic Programme up to the vesting date for the new Unitary Authority. 
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3.0 Background and Proposals  

3.1 Usually, Digital and ICT strategies are two related but distinct strategies. Due to 

the Local Government Reorganisation (LGR) timetable these have been merged 

into a single strategy.  

 3.2 The Covid 19 pandemic highlighted a shortfall in the Council’s digital capabilities 

for service delivery and lack of Digital infrastructure to support the workforce and 

members. It also showed how Digital and ICT enabled change can facilitate a 

paradigm shift to how we work, where from and how work is delivered. The aim is 

to continue the momentum of this change with specific emphasis on Digital 

transformation for customer service engagement. 

3.3 There are three core Digital ambitions within this strategy: 

 

Digital 
Customer    

-   Utilise digital technologies and services to allow 
residents and businesses to better engage and 
transact with the Council     

Digital Council    -   Ensure we have the right digital and related ICT 
infrastructure, systems, services and workforce 
capabilities in place to support a digital centric 
transformation     

Digital Place    -   Ensure we have the right connectivity and digital 
infrastructure and smart city technology across 
the Borough to improve outcomes for residents and 
businesses    

The aim of these ambitions is to build on the foundations of our current and 

previous Digital and ICT initiatives to further develop our Digital infrastructure, 

capabilities and services. These will in turn deliver the capabilities required by the 

Council Plan and the Customer Service Strategy.  

 

3.4 To help realise these ambitions and enable the Council to achieve its business 

and service objectives up to the vesting of the new Unitary Authority in April 

2023, an underpinning ICT Strategic Programme has been developed. The 

programme is broken down into five main delivery themes: 

 Unitary Transition Support 

 New Digital Platforms for Customer Services 

 Digital Hybrid Workplace  

 Security and Resilience 

 Improvement in IT Service Management processes and introduction of 

Agile methods 

3.5 The transition to the new Unitary Authority will be a major influence on how the 

Council’s ICT infrastructure and systems evolve. In parallel the Council still 

requires development and delivery of key ICT applications and infrastructure to 

meet its objectives and to ensure support in the delivery of business-as-usual 

services, conflict may arise between these two drivers. Any major change or 

upgrade to the Barrow ICT applications and infrastructure will be validated against 
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the future Unitary Authority ICT strategy and architecture. As a principle, a Council 

ICT application or infrastructure component will not be upgraded or replaced 

unless there is a defined business case, such as a system is at risk which in turn 

puts a service at risk. There are 5 key ICT applications which fall into this category, 

due to either security vulnerabilities or support is no longer available. Remediation 

of these applications will be progressed and this may result in the replacement 

with a new product before vesting day for certain systems.  

3.6 The provision of new Digital Platforms for Customer Services are required to 

achieve the Customer Services Strategy objectives and to deliver the Digital 

Customer ambition. The existing legacy CRM/eForms and Contact Centre 

Telephony systems will be replaced with a modern cloud based 

CRM/eForms/Customer Portal platform and a cloud hosted Contact Centre 

Telephony platform.  

3.7 The Covid 19 pandemic has accelerated the rate of digital transformation within 

organisations, particularly with respect to how and where work is done. For many 

organisations including the Council, return to the pre pandemic way of working is 

unlikely and hybrid working (e.g. working a proportion of the time at home and the 

rest in the office or other locations) will be the new normal. For this hybrid working 

to be affective requires the adoption of the Digitally enabled workstyle. The 

technologies and associated services that have been introduced to allow staff and 

members to work away from the office during the pandemic will continued to be 

developed and involved to ensure a “fit for purpose” digital enabled hybrid 

workplace is in place. Key elements are the use of mobile devices in place of static 

devices (e.g. laptops in place of Thin Clients & PCs), the move to cloud telephony, 

the use of cloud office unified communications and collaboration services and the 

use of cloud base storage services. This will be combined with the deployment of 

process automation and an increase in the self-service capabilities of existing 

systems. The opportunity will also be taken to provide access to cloud based data 

analytics and business intelligence visualisation tools. These have the ability to 

combine data from multiple sources and present it a manner to help make informed 

service decisions. 

3.8 Secure and compliant infrastructure combined with effective management 

systems and policies are core to providing a secure environment and to allow the 

Council to meet its confidentiality, integrity, and accessibility obligations for the 

data it holds and manages. The current “defence in depth” approach of using 

multiple best of breed security systems will be combined with a “zero trust” model 

for the mobile device estate. Cyber security awareness training will continue to be 

promoted and progressed with staff and members. 

3.9 New IT support tools and a replacement IT Service Desk system will be introduced. 

The new IT Service Desk system will allow improvement to the incident 

management and service request management processes, with particular focus 

on performance reporting. Improvements will be made to the configuration and 

asset management processes. The use of Agile tools and practices will be 

introduced to assist in the development of Digital Customer and Digital Council 

services. 
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4.0 Consultation  

4.1 Direct consultation was conducted by the Interim Corporate Support Manager with 

managers covering all service areas across the Council during August and 

September 2021. This included consultation with System Administrators and 

Support Leads in those service areas with that staffing structure in place. 

4.2 Extensive consultation was conducted with the IT Operations and Infrastructure 

Leader on the development of the ICT Architecture. 

4.3 Continuous dialogue is in place with the LGR ICT and Digital workstreams on the 

transition to the new Unitary Authority. The IT Manager represents the Council on 

both of these. 

5.0  Alternative Options  

5.1 Status Quo – Only progress with existing ICT initiatives, with the focus on providing 

“business as usual” support. This is not recommended as it will not provide the 

Digital capabilities key to the delivery of the Customer Services Strategy, it will not 

build on the Digital Workplace foundations investment already made, will not 

address the systems at risk and will not support the Unitary transition 

requirements.   

 

5.2  Focus on only Unitary transition related activities – Do not progress any ICT 

initiatives other than those that are directly required for the Unitary transition and 

“business as usual” support. While this approach may address the remediation of 

some of the systems at risk and allow some benefits realisation from the Digital 

workplace foundations investment already made, it is not recommended as there 

is no guarantee the required Digital and ICT enablers for the Council Plan and 

Customer Service Strategy will be provided. 

 

6.0 Contribution to Council Plan Priorities  

6.1 Links to the Council Plan 2020–2024 and contributes to the Council’s Vision and  

Values: For our Borough to be a great place to live, work and visit.  

6.2 It is a key enabler for the delivery of the Customer Services Strategy (2021-2025) 

in the provision of an effective Digital platform, this supporting the guiding 

principles of “Develop use of digital channels” and “Empower customers to self-

serve”. 

7.0 Implications  

7.1 Financial, Resources and Procurement  

7.1.1 Set out any finance/resources/procurement implications including any HR 

implications 

7.2 Legal  

7.2.1 S.111 Local Government Act 1972 provides the power for the Council to do  

anything calculated to facilitate the delivery of the Council’s primary functions. 

7.3 Equality and Diversity  

7.3.1 The Council’s approach to equalities is fundamental to meet our public sector  
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equalities duty, ensuring we actively seek out an understanding of our customers’ 
needs, shaping our services to meet the needs of people with protected 
characteristics and incorporating this into the overall design of our services. 

7.3.2 An Equality Impact Assessment will be undertaken on the Strategy; this will 
inform its delivery.  
 

Risk 

Risk  Consequence  Controls required  

The IT Strategic Plan (2017-

2020) has expired. 

Without an approved 

Digital and ICT Strategy 

covering up to the 

vesting date of the new 

Westmorland and 

Furness Unitary 

Authority, the Digital 

and ICT enablers 

required for delivery of 

the Council Plan and 

the Customer Services 

Strategy may not be 

provisioned. 

New Digital and ICT 

Strategy which aligns to 

the needs of the Council 

up to the new Unitary 

Authority vesting date, is 

development and 

approved. 

Risk  Consequence  Controls required  

Key services are reliant on IT 

applications which are no 

longer supported products. 

A major failure of an 

affected system due to a 

software malfunction 

(bug) or cyber-attack, 

may not be able to be 

remediated by internal 

Council support teams, 

therefore result in a 

significant outage for the 

affected service areas. 

Where possible replace 

with a new supported 

product. Where not 

possible (cost/time 

prohibitive) seek a 

bespoke 3rd party 

support agreement or 

reconfiguration of the 

associated ICT 

infrastructure 

architecture to minimise 

cyber security threat. 

 

Contact Officers  

Report Authors: Ian Slee – Interim Corporate Support Manager  

islee@barrowbc.gov.uk 

     Graham Fraser – IT Manager  

gfraser@barrowbc.gov.uk 
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Appendix No.  Name of Appendix  

1  Digital and ICT Strategy 2021 - 2023 

 

Background Documents Available 

Name of Background document  Where it is available  

1 Customer Service Strategy (2021-2025) 

 

2 Customer Service Strategy Action Plan 

https://www.barrowbc.gov.uk/_resources/assets/

attachment/full/0/9408.pdf  

 

https://www.barrowbc.gov.uk/_resources/assets/

attachment/full/0/9410.pdf 

  

Page 38

Agenda Item 9

https://www.barrowbc.gov.uk/_resources/assets/attachment/full/0/9408.pdf
https://www.barrowbc.gov.uk/_resources/assets/attachment/full/0/9408.pdf
https://www.barrowbc.gov.uk/_resources/assets/attachment/full/0/9410.pdf
https://www.barrowbc.gov.uk/_resources/assets/attachment/full/0/9410.pdf


  Page 1 of 18 

 

 

 

Digital and ICT Strategy & Action Plan 

2021 - 2023 
 
 

Version V0.4 

Author Ian Slee 

Status Draft 

Approved by  

Date Approved  

 

 

  

Page 39

Agenda Item 9
Appendix 1



  Page 2 of 18 
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1 Introduction 

The purpose of this strategy is to outline the initiatives Barrow Borough Council (BBC) will undertake 

to develop and rollout Digital and related Information and Communications Technologies (ICT) 

infrastructure, applications and services. This will underpin the objectives defined in the Council Plan, 

the Customer Services Strategy, and to aid the transition to the new Westmorland and Furness Unitary 

Authority, while ensuring the ICT service provision fully supports the Council in the delivery of its 

“business as usual” services.   

2 Executive Summary  

Usually, Digital and ICT strategies are two related but distinct strategies. An ICT Strategy answers the 

question, “How ICT will help the Council succeed?”, a Digital Strategy answers the question, “How 

should the Council and the community it supports evolve to develop and thrive in an increasingly 

digital world?” Due to the impact of the Local Government Reorganisation and the relatively short 

duration until BBC becomes part of the new Unitary Authority (UA), these two strategies have been 

combined into a single consolidated document. 

The COVID pandemic highlighted a shortfall in the Council’s digital capabilities for service delivery. To 

allow the Council’s workforce and members to continue to deliver services it required a rapid 

implementation of digital workplace technologies. This showed how digital enabled change can 

facilitate a rapid paradigm shift in how we work, where from and how it is delivered. The aim is to 

continue the momentum of this change with specific emphasis on digital transformation for customer 

service engagement. 

The strategy builds on the progress made by initiatives delivered under the previous ICT Strategic 

Plan 2017-2020. 

There are three core Digital ambitions within this strategy: 

Digital Customer   -  Utilise digital technologies and services to allow residents and businesses 

to better engage and transact with the Council    

Digital Council   -  Ensure we have the right digital and related ICT infrastructure, systems, 

services and workforce capabilities in place to support a digital centric 

transformation    

Digital Place   -  Ensure we have the right connectivity and digital infrastructure and smart 

city technology across the Borough to improve outcomes for residents and 

businesses   

To meet these ambitions the following themes will be followed: 

 Improve the digital service channel capabilities  

 Improve the digital workplace capabilities within the Council 

 Address sustainability of current at-risk systems  

 Align any future progress of the Council’s ICT application estate with the direction of the new 

Unitary Authority’s ICT application strategy  

 Align the development of the Council’s ICT infrastructure to aid integration with the new 

Unitary Authority’s ICT infrastructure  

 Continued improvement of the Council’s cyber security and resilience capabilities  

 Improve data analytics and insights capability    
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 Improvement of ICT Service Management processes and adoption of agile development 

practices 

 Improve the digital infrastructure within the Borough  

3 Drivers for Change 

The restriction in physical access due to the pandemic highlighted the limitations of BBC’s digital 

capabilities for service delivery, causing challenges for residents interacting with the Council. An effect 

of the pandemic has been the accelerated take-up in use of digital service channels across society. A 

ten-year pre-pandemic societal digital evolution timescale has been condensed into an 18-month 

period. There is increased readiness and expectation of customers to interact digitally with the 

Council. The ambition to support this is outlined in the Council’s Customer Services Strategy 2021-

2025.  

The pandemic also resulted in a shift in how staff and members work and collaborate, with much of 

the workforce being forced to work remotely. Like many organisations, BBC had to rapidly adopt a 

“digital workstyle”; the carrying out of physical activities using digital tools and services to allow it to 

function. Solutions such as laptops and web conferencing (Zoom & Microsoft Teams) were deployed 

to staff to enable access and collaboration. It also highlighted the limitation of the existing office 

centric technology model and the reliance on manual processes. With pandemic recovery there is the 

acceptance by many organisations in both the public and private sectors that the pre-pandemic 

workstyle will not return and the “new normal” workstyle with be a hybrid one, part working in the 

office and part working from home or another location. Therefore, this digital enabled transformation 

will be required to continue.   

Following the Local Government Reorganisation Consultation, BBC will be joining with Eden District 

Council, South Lakeland District Council and “half” of Cumbria County Council to form a new Unitary 

Authority, with the vesting date of April 2023.  The merging of BBC’s digital and ICT infrastructure, 

applications and services with the two District Councils and Cumbia County Council’s desegregated 

digital and ICT estate will require significant planning and delivery. In parallel, change and updating of 

the BBC’s digital and ICT infrastructure will potentially be required up to vesting day. This will be to 

enable the Council to deliver both existing and committed new initiatives such as the Customer 

Services Strategy, as well as providing a secure, supported, and compliant fit for purpose ICT 

environment, ensuring ongoing delivery of “business as usual” services.  

4 Digital Ambitions 

The aim of these ambitions is to build on the foundations of our current and previous Digital and ICT 

initiatives to further develop our Digital infrastructure, capabilities and services which will in turn 

deliver the capabilities required by the Council Plan and the Customer Service Strategy. 

 

 

 

 

 

  

Digital Barrow 

 

 

  

Digital  

Digital Barrow 

Digital Council Digital Place 
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4.1 Digital Customer   

We will develop and deploy new customer centric online web and mobile services which residents will 

choose to use over the traditional telephone and face to face engagement. Specifically, this will be 

through: 

 Implementation of a new cloud-based Customer Relationship Management (CRM) and 

electronic forms (eForms) solution, providing web and mobile self-service for residents and 

businesses, with the redesign of services around customer needs 

 Implementation of a “My Barrow” online account providing residents with a secure single 

login service, providing personalised access to services, building on the self-service capabilities 

provided by the new CRM & eForms solution 

4.2 Digital Council   

We will continue the development of the digital hybrid workplace to provide staff and members with 

the capability to work from any location (e.g. in the office, at home, on the move) without inhibiting 

their ability to work effectively. This will be achieved by providing the appropriate digital tools and 

facilities, service redesign to use digital technology, automation and the implementation of self-

service capabilities of existing systems. Specifically, this will be through: 

 Continued deployment of a mobile centric end user device model for staff and members. 

Within council offices this allows the phasing out of the traditional fixed office-based 

workstation environment, providing increased flexibility on office layouts and reduction in 

overheads associated with moves. 

 Continued deployment of cloud-based unified communications and collaboration services 

(Microsoft Teams), to provide effective and efficient collaboration capabilities for intra Council 

working and working with external partners and suppliers. This will include the replacement 

of the legacy internal telephone system with a cloud-based service (Microsoft Teams Voice). 

It will remove the need for dedicated telephone handsets, allowing access to the corporate 

telephone network via multiple devices and from any location. 

 Replace personal and departmental storage with cloud-based storage (Microsoft OneDrive 

and Teams) to provide improved document and file management capabilities and to securely 

share with external partners 

 Utilise automation technologies to digitise processes, including the use of robotic process 

automation (RPA) and other Microsoft cloud-based automation tools provided with Office 365 

(Power Apps and Power Automate) 

 Implementation of self-service capabilities of current business systems and replace physical 

tasks with digital equivalents (e.g. digital signatures in place of “wet” physical signatures on 

documentation)  

 Use of cloud-based analytic tools  

 Adoptions of the Local Digital community and Gov.UK “Technology Code of Practice” approach 

for digital service design  

 Provide staff and members with support and development of the skills required to maximise 

the value of these new capabilities  
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4.3 Digital Place   

We will continue to develop the public digital infrastructure across the Borough, seek opportunities 

to exploit smart cities/communities technology and services, and facilitate the digital skills 

development for our residents and businesses. Specifically, this will be through: 

 Building on the Cumbria County Council digital strategy and promote the Connected Cumbria 

and Digital Borderlands Voucher Scheme 

 Signposting of digital skills development for residents and businesses: 

– Fundamental digital skills to address digital exclusion e.g. Good Things Foundation, 

Barclays Digital Wings 

– Higher level digital skills to improve employment opportunities e.g. Furness College 

Courses, Government’s Plan for Jobs, LinkedIn Learning/Microsoft Learn/GitHub 

Learning Lab etc.  

 Develop a digital infrastructure strategy for the Borough with the focus on:  

– Exploring the opportunities for deployment of public Wi-Fi coverage within the Town 

Centre  

– Seek national and regional funding opportunities to accelerate digital infrastructure 

deployment 

– Exploring which smart cities/communities technology and infrastructure initiatives 

will provide real benefit across the Borough e.g. the use of Internet of Things (IoT) 

for real time bus arrival systems, smart street lighting, smart refuse collection, 

housing stock management. Many of these will be delivered by commercial 

partners, therefore the role of the Council will be influencing these partners on the 

delivery priority of the infrastructure which will provide the maximum value to the 

borough 

– Engagement with mobile carriers on accelerating the rollout of 5G mobile coverage 

across the Borough 

– Influence broadband suppliers to ensure no areas of the Borough are excluded from 

superfast or full fibre to premises (FFTP) broadband access 

5 ICT Programme 

The aim of this is to define what ICT improvements and developments are required to support the 

delivery of the Digital ambitions and enable the Council to achieve its business and service objectives 

up to the vesting of the new UA in April 2023.  

The previous IT Strategic Plan 2017-2020 delivered multiple improvements, including but not limited 

to: 

 The replacement and enhancement of ICT infrastructure and systems to improve service 

availability, cyber security and resilience 

 Continual attainment of the PSN certification  

 Support for GDPR compliance  

 Development and implementation of an Information Security policy and system 

This programme will ensure these outcomes are maintained and built upon on to ensure the 

investment made delivers the expected value. 
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A high-level roadmap showing the action plan for the delivery of the ICT strategic initiatives outlined 

in forthcoming sections is contained in Appendix 1. 

5.1 Unitary Transition Support  

The transition to the new UA will have a major influence on how the Council’s ICT infrastructure and 

systems evolve, with pressure to align any changes and upgrades with the UA’s “to-be” environment. 

Up to the UA vesting date, BBC still requires development and delivery of key ICT applications and 

infrastructure to meet its objectives and to ensure support in the delivery of business-as-usual 

services. There is the potential for this to conflict with the direction the UA transition is taking. To 

address these two tensions, BBC ICT senior management are part of the LGR ICT Workstream group, 

this being a core workstream within the LGR ICT Transition Programme. Any major change or upgrade 

to the Barrow ICT applications and infrastructure will be validated against the future UA ICT strategy 

and architecture. As a principle, a BBC ICT application or infrastructure component will not be 

upgraded or replaced unless there is a defined business case such as a system is at risk. There are 5 

key BBC ICT systems which fall into the category, due to either security vulnerabilities or support no 

longer available. This in turn results in significant risk for those affected service areas. These systems 

are: 

 Excelsior CRM & eForms  

 DBOSS Planning/Building Control/Land Charges  

 IGaz Local Land Property Gazzetta (LLPG) 

 Oracle Financials eBusiness Suite 

 Mitel IP Telephone System and Contact Centre 

Work is in progress to mitigate the risk with these systems; for the Excelsior CRM & eForms, IGaz LLPG 

and Mitel IP Telephone System and Contact Centre, replacement with new systems will be the 

approach. For the DBOSS and Oracle Financials eBusiness Suite systems, the risk will be mitigated 

either by sourcing a 3rd party support agreement or security hardening of the hosting environment. In 

addition, the viability of replacing the DBOSS system with the proposed UA Planning/Building 

Control/Land Charges system before UA vesting will be established and if viable progressed. 

5.2 Cloud First Principle  

Where possible, practical, and financially viable, cloud-based solutions will be adopted for any new 

application or application upgrade. This removes the management overhead of application and 

associated infrastructure hosting provision, provides faster access to new features, better scalability, 

increased resilience and overall improved sustainability. An example of this is the Council’s migration 

to Microsoft Office 365; cloud-based email, unified communication and collaboration (UC&C), storage 

and security services.  

5.3 New Digital Platforms for Customer Services  

Core to enabling the Customer Service Strategy and the Digital Customer ambition delivery is the 

provision of new CRM & eForms and enhanced Contact Centre platforms, both will be cloud hosted. 

The CRM & eForms platform will support both facilitated and self-service transactions. It will support 

provision of a “My Barrow” portal providing residents and business with secure, personalised access 

to their relevant Council online services. It will support integration with GOV.UK messaging services 

such as Notify. The existing Mitel telephone Contact Centre platform will be upgraded to the current 

generation product and migrated to the vendor’s cloud, providing improved telephone handing 

capability and capacity. Capabilities to manage webchat and social media based customer transactions 

will be introduced as and when the Customer Services are ready to offer these as fulfilment channels. 
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There may be a limited life of these solutions due to the transition to the new UA. To attain the 

expected value, rapid implementation will be a key requirement. To support this, these solutions will 

be based on configuration and not coding, bespoke development will not be required.  Where possible 

pre-built forms and service templates will be used or applications such as the Council Tax and Benefits 

system iWorld which have the resident’s self-service modules may be activated and integrated with 

“My Barrow” portal to provide a single gateway service.  This approach will also limit the need for 

specialist IT resource as most of the configuration activity will be within the ability of business subject 

matter experts within service areas or can be provided by the application vendors. 

5.4 Digital Hybrid Workplace 

Hybrid working to be effective requires the adoption of a digital enabled workstyle, which in turn 

requires the enabling ICT technology and services to support it. Specifically, these are: 

 Mobile Centric End User Device (EUD) approach combined with the Microsoft M365 product 

set (Office 365, Enterprise Mobility & Security, Windows 10) 

 Process Automation and Self-Service 

 Improved Business Intelligence and Analytics  

5.4.1 Mobile Centric End User Device (EUD) approach combined with the Microsoft 

M365 product set deployment 

The existing thin client and Citrix virtual desktop is being replaced with a Windows based 

laptop/hybrid tablet “Fat Client” solution for most ICT users. The Citrix environment will be 

reconfigured to provide a seamless presentation delivery of “line of business” applications on laptops. 

A major benefit of this approach is it provides end user devices capable of supporting modern 

applications and providing the ability to work from any location, both on and offline.  Within the larger 

Council offices, docking hubs will be used to provide connectivity for laptops (providing monitor, 

keyboard/mouse, wired network) combined with Wi-Fi coverage, creating a wired with wireless 

overlay connectivity model. 

Office 365 applications will provide the backbone of communication, collaboration and storage 

services. All staff and members email accounts will have been migrated to Office 365 (Exchange online) 

by the end of 2021. Teams conferencing and chat services have been deployed to staff, with the rest 

of the Teams collaboration suite deployment aligned with the Windows laptop/hybrid tablet 

deployment. The current internal Mitel IP telephony system will be replaced with Teams telephony. 

This will provide staff and members access to the internal corporate telephone service from any 

location using a Teams enabled device. The upgraded Mitel Contact Centre platform will be integrated 

with Teams telephony, providing improved resilience and availability for Customer Services.  

OneDrive and SharePoint online cloud storage service will replace personal home drives and 

departmental shared drives. This will provide improved file and documents life cycle and access 

management, including secure access for external partners. 

The existing Mobile Device Management (MDM) system for smartphones and tablets will be replaced 

with Intune MDM and Mobile Application Management (MAM). This will allow secure presentation of 

core corporate applications, including Teams telephony on corporate devices and personal devices 

(e.g. Bring Your Own Device). 

SharePoint online combined with Yammer will be implemented to augment the Intranet, providing 

improve content management facilities and interactive content engagement. 
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5.4.2 Process Automation and Self-Service 

The pandemic highlighted the high dependency on manual handling with numerous processes across 

the Council. Ideally these would be all replaced by digital processes, supported by fully integrated 

systems. This will not be achievable within the life of this strategy; however, the gap can be 

significantly closed through the following approach: 

 Self-service 
enablement 

: The implementation of self-service modules for existing 
applications e.g. Housing Benefits applications, HR processes (leave 
application, sickness management etc.)   

 Process automation  : The use of integration tools such as low code/ no code 
development environments, robotic process automation (RPA), 
artificial intelligence (AI) and virtual agents (VA). They provide 
ability to quickly produce new applications specific to business 
needs, the integration of siloed systems and applications (including 
the replication of manual operational activity), automated 
workflow and automation of repetitive tasks. Within the Microsoft 
Office 365 suite, the Power Apps and Power Automate products 
provide access to these RPA, AI, VA, development and automation 
capabilities. 

5.4.3 Improved Analytics and Business Intelligence  

The ability to combine data from multiple sources and present it in immersive dashboards to provide 

actionable information can help executives, managers and workers make informed service decisions. 

It helps connections to be made and new insights to be generated that can drive innovation and 

improvement in services. The current Business Intelligence tools in use are either based on the inbuilt 

reporting tool of an application or use SQL Server Reporting Services (SSRS) to extract data from 

databases. Typically, these do not easily facilitate the visualization of data or allow interactive 

querying. Data Analytics and Business Intelligence visualisation tools can bridge this gap. Microsoft 

PowerBI is the market leading platform1 providing these data visualisation capabilities. The product 

integrates tightly with the Office 365 environment. We will run a pilot in late 2021 with the aim to 

offer it to service areas during spring 2022 to enable improved service analytics. 

Note 1 Based on IT industry consultancy Gartner’s Magic Quadrant for Data Analytics and Business 

Intelligence Tools 2021. 

5.5 Security and Resilience 

Continual attainment of the Council’s Public Sector Network (PSN) accreditation is required to enable 

secure data transfer of sensitive information with other Government bodies. The process of 

accreditation requires compliance to a Code of Connection, this being validated by independent an 

external IT Health Check Audit. It is the aim of the Council to ensure that this accreditation is 

maintained up to the vesting date of the new UA. 

Secure and compliant infrastructure combined with effective management systems and policies are 

core to providing a secure environment and to allow the Council to meet its confidentiality, integrity, 

and accessibility obligations for the data it holds and manages e.g., General Data Protection Regulation 

(GDPR) and Payment Card Industry Data Security Standard (PCI DSS) compliance. Continually evolving 

cyber security threats and the move to remote working require constant improvements to our security 

architecture. We will continue to develop the “defence in depth” approach for protecting of the core 

network infrastructure and services using multiple best of breed security systems. This will be 
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combined with a “zero trust” model for a mobile end user device estate, utilising the tools available 

with our Microsoft Office 365, Enterprise Mobility & Security and Windows 10 enterprise product sets. 

An example is the migration to Teams based telephony, this will include the replacement of the legacy 

ISDN circuit with a SIP based trunking and circuit solution for access to the public telephone network 

(PSTN). It provides improved disaster recovery capabilities and easier reconfiguration to respond to 

business change.  

Technology based security solutions can only go so far in providing protection to the Council. Threats 

using techniques such as social engineering (criminals manipulating people so they give up confidential 

information) are only addressed through individual’s awareness on how to spot these and the required 

action to take. To address this, we have mandatory security and data protection awareness training 

for all new staff, combined with regular refresh and update training for existing staff and members. 

The move to cloud-based provision for the Council’s core ICT services (email, telephony and file 

storage) along with specific line of business systems, when combined with laptops replacing fixed 

workstations for end user device provision, improve the resilience of the overall ICT service provision 

(improved access and availability, increased capacity).  

5.6 IT Service Management Improvement  

The shift to remote working highlighted the limitations of the IT Service Management (ITSM) tools in 

use, requiring the replacement of the Service Desk system and the introduction of new facilities such 

as remote assist. The new Service Desk system is a cloud-based solution, allowing support and service 

requests to be raised from any location and on any device. It will enable improvements in incident 

management and service request management processes, with particular focus on performance 

reporting.  

Improvements will be made to the configuration and asset management processes, and a basic 

architecture management process will be established and the development of an architecture 

roadmap.   

5.7 Introduction of Agile Methods 

The expression “Agile” has multiple meanings depending on the audience. In the context of digital and 

ICT solution delivery, it fundamentally focuses on the development and delivery of a solution 

incrementally that provides business defined value. A traditional project management approach for 

the delivery of a new solution can require significant time and effort invested upfront in the design 

before any value is delivered and only to find later down the line find requirements have changed, 

significantly impacting on time and cost. The use of Agile methods helps address this as they focus on 

the incremental delivery of value; prioritisation of delivery based on business value, tight ongoing 

collaboration between the business and technical teams with constant feedback. They aim to support 

the following core principles: 

 Focus on user needs 

 Deliver iteratively 

 Keep improving how your team works 

 Fail fast and learn quickly 

 Keep planning 

With the requirement to increase customer focused online services, in line with the Customer Service 

Strategy, pitted against the timeframe constraint due to the UA transition, focus will be on delivering 

those online services which deliver the greatest value. To facilitate this, we will introduce agile delivery 
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practices as outlined in the GOV.UK Service Manual to help the customer online services development 

team in their delivery. Refer to Appendix 2 for outline of the specific agile delivery practices that will 

be introduced. Note these do not replace the Council’s project management governance processes, 

rather they augment them in the delivery of digital based services. 
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6 Appendix 1 – Action Plan Timeline  

 

● Procure New Digital platform (CRM & eForms Soloution)

● Configure Digital platform (CRM, eForms and Customer Portal) 

● Digital platform (CRM, eForms and Customer Portal) "Go live"

● Build of new Cloud Mitel Contact Centre telephony platform

● New Mitel Contact Centre telephony "Go live"

● Windows 10 laptop rollout for staff and members

● Teams Collobartion  rollout for staff and members

● Migration to Exchange Online cloud email

● Teams PABX extension deployment ● 

L
● SIP PSTN connectivity  

● OneDrive for home drive replacement

● SharePoint for departmental drive replacement 

● SharePoint Content Management

● Yammer Corporate Social Network 

● Citrix Reconfiguration 

● Docking Hub/Replacement Thin Client Deployment 

● WiFi Upgrade 

● Intune Device Management deployment 

● Multi-Factor Authentication, Windows Hello, BitLocker, Self-Service Password Reset

● Sophos Windows 10 anti-virus and threat protection

● Service Desk System Replacement and Remote Assist 

● Replacement for Gazetta System

● Support Contract for DBOSS System

● Establish Viability of DBOSS System replacement pre UA vesting

● Harding of the Oracle eBusiness Suite Server Platform

● Signpost Digital Skills development services for residents and businesses 

● Development of Digital Infrastructure Strategy 

● LGR ICT Strategy Published 

● LGR Digital Strategy Published

Action Plan

● Additional online service releases (eForms)

LGR ICT Workstream 

LGR Digital Workstream 

2021 2022 2023
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7 Appendix 2 – Agile Practices 

Agile started out as an alternative approach to software development but is now applied more 

widely to running other types of projects and products. The principles behind agile are set out in the 

Agile Manifesto (2001). 

Agile can be very different for people used to traditional waterfall approach for project delivery of 

Digital and IT solutions. With waterfall approach the process is sequential. It starts by gathering 

requirements, making plans and going through procurement processes. Then the solution is 

designed and built. In the final stage is to test and then released. It’s only at this end stage that you 

get feedback and find out if it works for your users. You only have one chance to get each part of the 

project right, because you do not return to earlier stages. 

Agile takes a different approach. You do all these things - gathering requirements, planning, 

designing, building and testing - at the same time. You start small in the discovery and alpha phases. 

You research, prototype, test and learn about your users’ needs before you start building the real 

service in the beta phase. 

You only go live when you have enough feedback to show your service works for your users and 

meets their needs. You continuously learn and improve to build a service that meets user needs. 

Core principles of Agile 

There are different Agile practices but all must follow the following core principles: 

 Focus on user needs 

 Deliver iteratively 

 Keep improving how teams work 

 Fail fast and learn quickly 

 Keep planning 

Focus on user needs 

Agile is about constantly putting users first. Their needs must be prioritised over everyone else’s, 

including those of senior stakeholders. 

Deliver iteratively; deliver incrementally and frequently, with feedback provided as quickly as 

possible. 

Keep improving how teams works 

Enable and encourage teams to keep improving the way they work. Improve team communication 

through the use of daily stand-ups and regular retrospectives. Find out what’s not working and what 

needs to be improved and then fix. 

Fail fast and learn quickly 

Agile techniques do not guarantee success but they do allow problems to be spotted early and 

resolve quickly. Major issues or failures can be prevented from happing by regularly producing and 

testing small features, preventing the creation of a ‘too-big-to-fail’ service or system that shouldn’t 

be released, but must be released anyway. 
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Keep planning  

In agile, project planning is continuous. Plans are collectively produced and reviewed, based on 

progress and the acquirement of any new facts and requirements.   

Methods 

The 3 most popular agile methods are: 

 Scrum 

 

: Scrum is the most commonly used agile method. It is a 

lightweight framework utilising an incremental timebox (termed 

sprint) approach. It is based on the following steps: 

 A Product Owner (business lead) orders the work for a 

complex problem into a Product Backlog. 

 The Scrum Team turns a selection of the work into an 

Increment of value during a Sprint 

 The Scrum Team and its stakeholders inspect the results 

and adjust for the next Sprint 

 The three steps are repeated 

 Kanban 

 

: Kanban as a development method was inspired by production 

systems that focus on reducing waste and improving quality, like 

those created by Toyota. Kanban is a way of visualising and 

improving your current working practices so that work flows 

through a system quickly. 

 Lean  

 

: Lean software development, like Kanban, is adapted from lean 

manufacturing principles like the Toyota Production System. The 

principles of Lean aim to help project teams focus on: 

 Reducing waste 

 Delivering quickly 

 Learning and improving 

 Using evidence and data to make decisions 

Agile tools and techniques 

 Daily stand-up 

 

: The stand-up is a short daily meeting for the team to discuss 

what they’re working on and whether there are any problems or 

dependencies they need to resolve (for example, needing help 

from someone else). 

 Sprint planning 

meetings 

: Sprint planning meetings are a feature of Scrum. They are held at 

the start of each sprint. At a sprint planning meeting, decision is 

made on what to work on next and how it will be done. The 

length of the meeting will depend on how long the sprint is. 

 Team review 

(show and tell) 

: The team review is a regular meeting which gives team members 

the opportunity to demonstrate their work. It can be called a 

sprint review or a show and tell. Stakeholders can attend to see 

what work has been done. 

 Retrospective 

meetings 

: These are regular meetings where a whole team talks about 

what’s going well and what is not. The meeting is usually held at 

the end of an iteration (e.g. sprint).  
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 User stories  : User stories are a way to briefly record the things you need to do 

to build a solution.  

 The backlog : The product backlog is the list of user stories which have been 

prioritised by the Product Owner. 

 Team walls : These are physical and/or virtual display walls which is a visual 

record of what has been done, what is currently in flight and 

what work is still to do. 
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8 Glossary  

Artificial Intelligence : Artificial intelligence or AI leverages computers and 

machines to mimic the problem-solving and decision-

making capabilities of the human mind. 

Cloud Services : Cloud services or Cloud computing are terms for the 

delivery of IT Technology services based on a service utility 

model, e.g. shared and without the need for direct active 

management by the service consumer. 

Digital Hybrid Workstyle : The practice of working part week in the office and the 

rest in a different location e.g. from home. This is 

facilitated by the use of digital services to remove physical 

constraints, e.g. the use of virtual web meetings in place 

of physical face to face meetings. 

Full fibre to premises : Fibre optic cable connectivity to resident or business 

premises, providing significant improvement in broadband 

speed compared with the traditional copper cable based 

connectivity. 

Enterprise Mobility & Security : The collective product name of the Microsoft security 

product set under the overarching M365 product banner. 

GDPR : General Data Protection Regulation, it is the regulation in 

EU law on data protection and privacy in the European 

Union (EU) and the European Economic Area (EEA). It also 

addresses the transfer of personal data outside the EU and 

EEA areas. 

GitHub : GitHub is a website and cloud-based service that helps 

developers store and manage their code, as well as track 

and control changes to their code. Core to it was the 

principle of Git, a distributed version control system, 

which means that the entire codebase and history is 

available on every developer’s computer. 

Internet of Things : Internet of Things or IoT is a system of interrelated 

computing devices, mechanical and digital machines that 

are interconnected via the internet, enabling them to send 

and receive data without human interaction. 

IT Service Management  : The management practices for the delivery of IT services 

within an organisation.  

Mobile Device Management and 

Mobile Application 

Management  

: Mobile Device Management or MDM is the security 

management system for mobile devices such as 

smartphones and tablets. Typically applied to corporately 

provided devices, it has the ability to fully manage the 

device including full remote wipe/reset of device in the 

event of loss or theft. 

Mobile Application Management MAM is similar to MDM 

but for personal supplied devices. It allows the secure 

presentation of corporate applications of the device and 
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allows the remote wipe/removal of these applications 

without affecting the rest of the device. 

Microsoft M365 : The overarching product name for the Office 365, 

Enterprise Mobility & Security and Windows 10 collective 

licenses. 

Office 365 : The Microsoft cloud office and productivity suite. It 

includes email, storage (OneDrive and SharePoint), unified 

communications and collaboration (Teams), application 

development (Power Apps and Power Automate) and 

enterprise social networking (Yammer), as well as the 

traditional office desktop suite (Word, Excel, PowerPoint, 

Outlook). 

Power Apps : The “low code/no code” cloud application development 

environment within Office 365. It is based on a 

configuration approach rather than coding, therefore 

removing the need for specialist programming skills to 

create applications. 

Power Automate : The cloud workflow service which is available within Office 

365. 

Power BI : Microsoft cloud base business intelligence and analytics 

product. 

PSN : Public Services Network. It is an assured network over 

which public sector bodies can safely share services. 

Robotic Process Automation  : Robotic Process Automation or RPA is a software 

technology that makes it easy to build, deploy, and 

manage software robots that emulate human actions 

interacting with IT systems and software. RPA tools are 

included in the Office 365 suite. 

SIP based trunking : A connection to the public telephone network that uses 

Internet Protocol (IP) rather than the legacy ISDN 

technology. Lower cost and improved resilience. 

Unified Communications and 

Collaboration 

: Unified Communications and Collaboration or (UC&C) is 

the unification of real time communication services 

(telephony, instant messaging, web chat, video 

conferencing) and collaboration services (web meetings, 

white boards, multi-user document editing). 

Virtual Agents : Is a specialised AI software agent that interacts with a 

human being, e.g. a chatbot service.  

 

 

 

 

Page 56

Agenda Item 9
Appendix 1



PART ONE 

Barrow Borough Council  

Executive Committee  

Wednesday, 15 December 2021 

Information Security Policy and Acceptable Use of 

Information Assets Policy Update 

 

 

Report from:   Director of Resources 

Report Author:  IT Manager and Interim Corporate Support Manager 

Wards:    (All Wards); 

 

1.0  Summary and Conclusions  

1.1  The Information Security System documentation set and associated management 

processes have been addressed to remediate the restricted assurance reported in 

the Internal Audit Final Report IT 75 Information Technology Procedures Review. 

1.2 The majority of the remediation for the two major issues and four of the important 

issues, has been the updating and completion of the Information Security System 

documentation and the implementation of versioning and review practice, which 

have been overseen by IT Services Management.  

1.3 The completion of the two major issues remediation requires approval of the 

updated Information Security Policy and Acceptable Use of Information Assets 

Policy by the Executive Committee. 

1.4 The final important issue has been remediated through the use of the Bob’s 

Business Learning Portal and the publishing of an updated documentation set on 

the intranet. 

2.0 Recommendation  

2.1 It is recommended that the Executive Committee: -  

(1) Approve the Information Security Policy and the Acceptable Use of 

Information Assets Policy as attached to this report. 

3.0 Background and Proposals  

3.1 The Internal Audit Final Report IT 75 Information Technology Procedures Review 

contained two major issues and five important issues resulting in restricted 

assurance. 

3.2 The two major issues were related to: 
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• Accelerating the completion of the development of a coherent and 

managed suite of policies that form part of an overarching Information 

Security Management System. 

• Ensuring all policies undergo the appropriate approval process to ensure 

they are fit for purpose and regularly reviewed. 

3.3 The five important issues were related to: 

• Introducing a suitable review and/or approval process for procedural 

documentation to ensure the guidance is appropriate for the user and 

follows best practice. 

• Ensuring areas for which there are currently no policy or procedures are 

incorporated within the documentation set. 

• Ensuring all policies are compliant with the Council’s Document Control 

policy using the standard format. 

• Creating and implementing a standard format for procedural 

documentation, to ensure all appropriate information is captured. 

• Presenting policies and procedures to staff in a user-friendly and accessible 

way as part of a policy and procedure communication plan. 

3.4 To address these issues the following remediation actions have been taken: 

• The documentation set for the Information Security Management system 

has been completed. The Information Security Policy and Acceptable Use 

of Information Assets Policy are submitted to the Executive Committee for 

review and approval.  

• The sub policies, procedures, standards and guidance documentation 

which underpins the Information Security Policy and the Acceptable Use of 

Information Assets Policy has been reviewed and approved by the IT 

Services Manager. All documents have the relevant review dates identified, 

recorded both on the document and the system documentation register. 

• The documentation set is in a standard format and are compliant to the 

document control policy for IT documentation. 

• Awareness of Information Security Assurance, the Information Security 

Policy and the associated sub policies, processes, standards and guidance   

are provided to staff through the mandatory training courses on the Bob’s 

Business Learning Portal, combined with the Information Security System 

documentation set being published in the Information Security section on 

the intranet. 

3.5 Executive Committee are asked to approve the revised Information Security 

Policy and Acceptable Use of Information Assets Policy as attached to this 

report. 

4.0 Consultation  

4.1 There was consultation with the Financial Services Manager on the PCI 

compliance and the Property Services Group Manager on the physical access 

compliance. 
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5.0  Alternative Options  

5.1 There are no alternative options. 

6.0 Contribution to Council Plan Priorities  

6.1 Adherence to the value: To demonstrate honesty and integrity by doing the right thing, 

being open and confident to challenge and be challenged. 

7.0 Implications  

Financial, Resources and Procurement  

7.1 The recommendation has no financial, resource or procurement implications. 

8.0 Legal  

8.1 The recommendation has no legal implications. 

9.0  Equality and Diversity  

9.1 The recommendation has no detrimental impact on service users showing any 
of the protected characteristics under current Equalities legislation. 

Risk 

Risk  Consequence  Controls required  

An incompletely documented 

Information Security System. 

Lack of full coverage 

limits the effectiveness 

of the system.  

Completion of any 

missing documentation 

and updating of existing 

documentation. 

Risk  Consequence  Controls required  

Weak documentation review 

and version control 

processes. 

Documentation is not 

updated to ensure 

ongoing effectiveness of 

the system.  

Implementation of a 

formal review and 

version control process. 

All documents to have a 

defined review date, 

recorded on the 

document and 

documentation register. 

 

Contact Officers  

Ian Slee, Interim Corporate Support Manager islee@barrowbc.gov.uk 

Graham Fraser, IT Services Manager gfraser@barrowbc.gov.uk 

 

Appendices Attached to this Report –  

Appendix No.  Name of Appendix  

1  Information Security Policy V4.0 

2  Acceptable Use of Information Assets V2.0 
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Background Documents Available 

Name of Background document  Where it is available  

1 Internal Audit Final Report IT 75 Information 

Technology Procedures Review 

Add links where possible 
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Information Security Policy 

 
 

Version V4.0 

Authors Interim Corporate Support Manager and IT Manager 

Status Draft 

Approved by  

Date Approved  

Review Date October 2023 

Unique Document Ref IT-01 
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Version Control Log 

Version Status Author Date Changes 

V2.0 Approved Diane Curwen Feb 2019 

Initial commissioned 

NCC draft customised for 

BBC and updated to 

reflect Audit and 

reviewers comments  

V3.0 Approved  Diane Curwen 
March 

2019 

Minor changes requested 

by Management Board. 

V3.1 Approved  Diane Curwen July 2019 

Changed in accordance 

with audit IT 70 

recommendations. 

Appendix A changed to 

reflect current status of 

documents and 

responsibilities. 

V4.0 Draft 

Interim 

Corporate 

Support 

Manager and 

Head of IT 

August 

2021 

Changed to address 

issues and 

recommendations 

identified in audit IT 75 

report. 

 
 

Document Stakeholders 

Name Area of Interest Action 

Information Security Forum  

 

All 
R 

Corporate Support All C,R 

HR All R 

IT Department All P,C 

Internal Audit All R 

All BBC Staff All I 

BBC Councillors All A 

3rd Party BBC Users All I 

 

 

(P=Producer, C=Contributor, R=Reviewer, A=Authoriser, I=for information only) 
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1 Background, Purpose and Scope 

1.1 Background 

Information and associated supporting processes, systems and networks are critical assets, 
the security of which is essential to maintain reputation, operational effectiveness, financial 
accuracy and legal compliance.  

Information can exist in many forms. It can be printed, written on paper, stored or transmitted 
electronically or spoken in conversation. Whatever form it takes, it should always be protected 
appropriately. 

We are subjected to a wide variety of increasingly sophisticated security threats, including 
viruses, hackers, computer-assisted fraud, commercial espionage, industrial sabotage, crime 
and natural disasters such as fire or flood. Further, dependence on data, information systems 
and services means we become increasingly vulnerable to these threats - the requirement to 
interconnect our network with those of our customers and partners makes security increasingly 
complex. 

The objective of information security is therefore to achieve and maintain a condition where 
all information is available at all times to all those who need it, cannot be corrupted or disclosed 
to unauthorised persons and its origin is authenticated. This involves the preservation of: 

 Confidentiality - ensuring that information is only accessible to authorised persons 

 Integrity - safeguarding the accuracy and completeness of information and processing 
methods 

 Availability - ensuring that authorised users have access to information and 
associated assets when required; and 

 Non-repudiation – the reasonable assurance that, where appropriate, a user cannot 
deny being the originator of information 

It is important that information security is appropriate, proportionate, integrated and 
coordinated.  

1.2 Purpose 

The purpose of this document is to specify and communicate the Barrow Borough Council 
Information Security Policy to all personnel. 

1.3 Scope 

The policy applies to all Barrow Borough Council personnel irrespective of status, including 
temporary staff, contractors, Members, consultants, and third parties whom have access to 
Barrow Borough Council data and systems. The policy should be read in conjunction with the 
associated documents listed in Appendix A. 
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2 Statement of Policy 
It is the policy of Barrow Borough Council to ensure that information assets are protected from 
all threats, whether internal or external, deliberate or accidental.  

It should be noted that, in the context of Information Security, “information assets” refers to 
information in any format including paper documents, verbal information, computer 
media and that stored on electronic devices. It also encompasses information 
processing systems.  

Specific points covered: 

 Information will be protected against unauthorised access 

 Confidentiality of information will be assured 

 Integrity of information will be maintained 

 Regulatory and legislative requirements will be met 

 Business Continuity plans will be produced, maintained and tested 

 Information security requirements will be communicated to all staff 

 Information systems will not be misused 
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3 Requirements 

3.1 Information Security Management System 

The Information Security Management System that is aligned to ISO27001 (Code of 
Practice for Information Security Management), it covers: 

 Security organisation 

 Asset classification and control 

 Systems facilities physical and environmental security 

 System communications and operations management 

 Systems and application access control 

 Systems development and maintenance 

 Business Continuity Management (BCM)  

 Compliance 

Information is categorised by the business according to criticality and sensitivity (as defined in 
the Council’s Information Classification Policy).  

Where appropriate, the IT Department ensure that IT security controls are implemented and 
available for use in accordance with the information classification requirements.  

3.2 Acceptable Use  

The Acceptable Use of Information Assets Policy defines the key user responsibilities and 
guidance in use of the Council’s information assets. It should be read in conjunction with the 
associated documents listed in the below sections and in Appendix A of this policy. 

All personnel with access to Barrow Borough Council information assets will receive 
appropriate education and regular updates on the Information Security policy and associated 
documents and procedures.  

All Barrow Borough Council information assets are the property of the Council. 

3.3 Asset management 

Information is an asset of the Council in the same way as buildings or vehicles can be 
considered assets. Each set of data or records are part of our information assets. The 
Council’s General Data Protection Regulation Policy defines how personal information must 
be managed, including the maintenance of the information asset register. 

 All new projects as part of their design will compile an inventory of assets which will cover 
all formats including electronic and manual assets specifically identifying each asset. If the 
project involves personal data or sensitive personal data, this shall be included within the 
Privacy Impact Assessment. 

Executive Directors are the default Information Asset Owner (IAO) for each Resource. 
Information Asset Owners are responsible for ensuring the security of all information and in 
particular, confidential information such as personal or sensitive personal data. An Executive 
Director will be able to designate someone else who will be the Resource IAO for the 
specified information held and used by that Resource. 

IT Services maintain an asset register for physical and virtual IT infrastructure assets.   
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3.4 Intellectual Property Rights and Copyright 

Intellectual property rights such as copyright must be observed to ensure fully recognised 
and only authorised copies of software are deployed and used, specifically: 

 The copying of proprietary software programs or associated copyrighted 
documentation is prohibited and is an offence that could lead to personal criminal 
liability. 

 The loading of proprietary software programs for which a licence is required but not 
held is prohibited and this is also an offence. 

 Personal software (for example games) must not be installed or run on the council’s 
computers under any circumstances. If the software is deemed to be of use to the 
council, then it should be duly acquired under licence. 

The employee’s contract of employment will define ownership of Intellectual Property for any 
asset developed and produced by employee in conducting their duties while employed by 
the Council. 

3.5 Risk Management 

This aims to ensure an appropriate process is in place which will help to mitigate the 
following risks: 

 Harm to individuals  

 Damage to the council’s reputation 

 Potential legal action and/or fines against the council or individuals  

 Service disruption 

 Non-compliance with legislation  

 Financial costs 

Information risk will be managed in accordance with the Council’s Risk Management Policy. 
Information security risks are recorded in the Corporate and IT Services risk registers. The 
SIRO, DPO and Executive Leadership Team have oversight of information risk and the 
information risk management processes. 

3.6 Access Control 

Access to all information assets must be controlled: 

 All access to Barrow Borough Council systems and data shall be in accordance with 
the minimum privilege principle in that access is denied except where it is specifically 
required for functional purposes 

 Access to Barrow Borough Council data or systems that are not in the public domain 
shall be subject to a confidentiality agreement either in a contract or as a condition of 
engagement 

 All users of information systems must be authenticated and authorised 

Specific Access Control requirements and controls are documented in the Access Control 
Policy. 

3.7 Remote Access 

All remote access architecture, software and hardware will be configured such that 
opportunities for unauthorised access or denial of service are minimised. 
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The requirements to enable Third Party access are covered in the Third Party Access 
Policy document. 

3.8 Network Security  

All networks must be secured: 

 Only equipment approved by Barrow Borough Council is to be used. The installation 
or connection to the Barrow Borough Council network of unauthorised devices is 
forbidden 

 All non-Barrow Borough Council IT networks will be regarded as “untrusted” systems 

 Barrow Borough Council IT systems will be segregated from all “untrusted” systems 
by firewall architecture 

 Unprotected sensitive information will not be transmitted over insecure connections. 
Where confidentiality is a critical issue, cryptographic measures will be applied to 
protect the data as appropriate 

Refer to the Network Security Policy for further information. 

3.9 Cloud Computing  

Barrow Borough Council resources which are hosted in Cloud Computing environments will 
be maintained to a security level that is equal to or greater than that implemented internally. 
The Council’s standard for cloud technology is that security assessments of these services 
will be conducted against the current security principles within the National Cyber Security 
Guidelines Cloud Security Collection. 

3.10 Email and Internet  

All personnel should be aware that the use of e-mail and access to the Internet are 
controlled and monitored.  

The requirements of Council employees and Members when using e-mail and internet are 
documented in the Email and Internet Acceptable Use Policy. 

Social Media presence and standards expected from Council employees and Members 
when using social media are documented in the Social Media Use Policy. 

3.11 Mobile Devices 

The requirements of Council employees and Members when using mobile devices are 
documented in the Mobile Phone or Device Acceptable Use Policy.  

3.12 Physical Security  

Critical or sensitive business units and processing facilities will be housed in secure areas with 
defined and appropriate security barriers and entry controls. They should be physically 
protected from unauthorised access, damage and interference. 

All information assets, including IT devices, will be adequately secured to prevent theft. 

Critical and sensitive IT hardware will be physically secure to prevent unauthorised access.  

The Council’s policy for Physical Security is documented in the Physical Security Policy. 

Page 69

Agenda Item 10
Appendix 1

file:///C:/Users/pvyse780/Documents/BAKU/POLICIES%20AND%20PROCEDURES/Security%20Glossary2.htm#Cryptography


 

Information Security Policy 

Page 10 of 13 

 

   

3.13 Incident Response and Management 

All security incidents must be reported and resolved through appropriate management 
channels as soon as possible after the incident is discovered.  

 The Information Security Incident Response Policy details responsibilities of staff and 
managers with regard to information security incidents and the actions that are required to be 
taken in the event of an incident.  

3.14 Malware Protection 

Detection and prevention controls to protect against malicious software (malware) and 
appropriate user awareness procedures are in place and managed. The Anti-Malware Policy 
details the Council’s approach to Malware protection. 

3.15 System Configuration and Management 

All information assets, including hardware and software, will be designed, procured, 
configured and managed such that opportunities for unauthorised access or denial of service 
are minimised. The requirements for the configuration and management of Council systems 
are documented in the System Configuration and Management Policy. 

3.16 Information Classification and Handling 

An inventory of all Barrow Borough Council information assets and their ownership will be 
maintained. 

Information is categorised and allocated a classification based on the consequences of 
unauthorised disclosure in order to reflect the need, priorities and degree of protection.  

The Council’s policy for Information Classification and Handling is documented in the 
Information Classification Policy. 

3.17 Payment Card Industry Data Security Standard 
(PCI-DSS)  

The Council’s policy for PCI-DSS compliance is documented in the Council PCI-DSS 
Compliance Policy. 

3.18 Customer Security 

Barrow Borough Council information systems, policies, standards and procedures are 
designed to ensure that the confidentiality and integrity of customer information is protected 
and is in accordance with the principles of General Data Protection Regulation (GDPR). 

3.19 Business Continuity 

Managed processes must be established, documented and maintained for Business 
Continuity Management (BCM) throughout all Barrow Borough Council Services. The 
Council’s Business Continuity Plan outlines the action to be taken to ensure as far as possible 
the continuation of services provided by the Council following a major disruption.  

In addition, the IT Department must ensure that Disaster Recovery (DR) plans are in place to 
support the corporate BCM requirements for IT Systems. These are documented in the IT DR 
Plan document.  
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3.20 Compliance and Accountability 

All personnel have a responsibility to adhere to this policy and associated policies, procedures 
and standards. 

 Regardless of their status: 

 All Regulatory and legislative requirements will be met. 

 Intellectual property rights such as copyright are observed, with only authorised copies 
of software used. All users of information assets will be accountable for their actions. 

 All users have responsibility for the protection of individual information assets and for 
carrying out specific security processes which will be clearly defined and documented. 

 Procedures will be implemented to ensure compliance with legal restrictions on the 
use of material in respect of intellectual property rights and on the use of proprietary 
software products. 

 Controls will be applied to protect personal information in accordance with relevant 
legislation. 

 IT systems will be regularly checked for compliance with security requirements. 
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4 Responsibilities 

4.1 Director of Resources 

The Director of Resources is designated as the Council’s Senior Information Risk Owner 
(SIRO). The SIRO is accountable and responsible for information risk across the organisation. 

4.2 Managers 

Managers are directly responsible for implementing the policy and standards within their 
functional areas, and for adherence by their staff.  

4.3 IT Security Team 

The IT Security Team comprises of the IT Manager and the IT Operations and Infrastructure 
Lead. Collectively they are responsible for implementing and managing IT security technical 
controls in accordance with the requirements of this policy. 

4.4 All Personnel 

All personnel have a responsibility to adhere to the policy and standards regardless of their 
status.  

Any breach of the Information Security Policy (and related documents) may result in further 
action, including disciplinary or legal action as appropriate. 
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Appendix A – Related Documentation  
. 

Documents / Subject Areas Responsibility 

Acceptable Use of Information Assets IT Department 

Access Control IT Department 

Third Party Access IT Department 

Network Security IT Department 

Email and Internet Acceptable Use Policy Corporate Support 

Mobile Phone/Devices Acceptable Use IT Department 

Physical Security IT Department 

Incident Reporting and Management IT Department 

Anti-Malware IT Department 

System Configuration and Management IT Department 

Guidelines for Secure Passwords IT Department 

Removable Media IT Department 

Personal Device Acceptable Use Policy IT Department 

Tablet Acceptable Usage Policy for Councillors Corporate Support 

Information Technology Infrastructure Standards IT Department 

Social Media Use Policy Corporate Support 

Information Classification and Handling Corporate Support 

PCI-DSS Compliance Policy Finance Department 

Business Continuity Plan Corporate Support 

ICT DR Plan IT Department 

Access to Council Network from outside the UK 
Protocol 

IT Department 
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Version Control Log 

Version Status Author Date Changes 

V0.1 Draft Diane Curwen April 2019 

Initial commissioned NCC 

draft, customised for 

Barrow BC and updated 

to reflect Audit comments 

V1.0 Approved Diane Curwen April 2019 
Incorporated comments 

from reviewers. 

V2.0 Draft 

Interim 

Corporate 

Support 

Manager 

October 

2021  

Update to reflect Audit 

Report IT 75 findings.  

Introduction of Windows 

Hello authentication.  

Encryption moved into the 

System Configuration and 

Management. 
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Document Stakeholders 

 

Name Area of Interest Action 

Information Security Forum  All R 

Corporate Support All R 

HR All I 

IT Department All P,C 

Internal Audit All I 

Financial Services PCI DSS R 

All BBC Staff All I 

BBC Councillors All I 

3rd Party BBC Users All I 

 

 

(P=Producer, C=Contributor, R=Reviewer, A=Authoriser, I=for information only) 
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1 Background, Purpose and Scope 

1.1 Background 

The objective of information security is to achieve and maintain a condition where all 
information is available at all times to all those who need it, cannot be corrupted or disclosed 
to unauthorised persons and its origin is authenticated. This involves the preservation of: 

 Confidentiality - ensuring that information is only accessible to authorised persons 

 Integrity - safeguarding the accuracy and completeness of information and 
processing methods 

 Availability - ensuring that authorised users have access to information and 
associated assets when required 

 Non-repudiation – the reasonable assurance that, where appropriate, a user cannot 
deny being the originator of information 

1.2 Purpose 

This document forms part of the suite of Information Security Policy documents. The 
purpose is to summarise and communicate guidance and requirements for acceptable use of 
Barrow Borough Council information assets. It is the user’s responsibility to seek more 
detailed information from specific policies if appropriate to their area of work. 

The document is independent of any hardware and software environment and should be 
used as a generic baseline for the implementation of security for any system or application.  

1.3 Scope 

This document contains user responsibilities and guidance for the following subject areas: 

 Protection Against Malware 

 Internet Use 

 E-Mail Use 

 Use of Social Media 

 User Access Control 

 Ownership of Information 

 Information Classification and Handling 

 Protection of Customer Information 

 Communication Security 

 Use of Encryption 

 Data Backup 

 Computer Equipment 

 Security Incidents 
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2 Statement of Acceptable Use of Assets 

2.1 General points regarding Information Security 

It is the policy of Barrow Borough Council to ensure that information assets are protected 
from all threats, whether internal or external, deliberate or accidental. 

 It should be noted that, in the context of Information Security, “information assets” refers 
to information in any format including paper documents, verbal information, computer 
media and that stored on electronic devices. It also encompasses information 
processing systems.  

Adherence to the principles of the acceptable use of assets is integral to: 

 The organisation’s efficient and effective service delivery 

 Legal, statutory and contractual obligations 

 Compliance requirements to maintain links to essential Government IT networks and 
services. 

All Barrow Borough Council personnel irrespective of status, including temporary staff, 
contractors, Members, consultants, and third parties with access to Barrow Borough Council 
systems and information have a responsibility to adhere to the Information Security Policy 
and associated documents, regardless of their status. 

All Regulatory and legislative requirements must be met. 

All personnel with access to Barrow Borough Council systems will receive appropriate 
Information Security education and notification of updates of the Information Security Policy 
and associated documents. 
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3 Security Requirements 

3.1 Protection Against Malware 

Malware (computer viruses, spyware and other forms of malicious code) and vulnerabilities 
in software programs can cause loss and damage to information, software and IT 
equipment. 

Barrow Borough Council uses a variety of products e.g. anti-virus and software security 
patches, which are constantly updated to minimise the threat from viruses and other 
malicious code.  

Barrow Borough Council devices are protected by various controls. You must not change or 
remove these controls on your devices, as the IT network and systems will become more 
vulnerable to the threat from viruses and other malicious code. 

You must ensure that: 

 You do not introduce a virus or malicious code into the corporate network, by 
downloading unauthorised or suspect software from the Internet or from computer 
media e.g. DVDs, CDs and USB storage devices onto your device or any Barrow 
Borough Council system 

 All software and data which originates from outside Barrow Borough Council must be 
checked for viruses and malicious software prior to it being opened or used – if you 
need help, contact the IT Department 

 If you have any concerns that there may be a virus or malicious code, you must stop 
using your device immediately and contact the IT Department 

 If you receive a suspicious or unsuitable e-mail you should not open it (or any 
attachments) as this may activate a virus or other form of malicious code. If you are 
subject to substantial, suspicious or unsuitable emails, then log the problem with the 
IT Help Desk. The IT Department will be able to block these emails for you. 

More information can be found in the Anti Malware Policy. 

3.2 Internet Use 

The Internet presents users with opportunities for easy, rapid and efficient access to a 
wealth of useful information, but also creates certain risks, including security risks and legal 
liability risks.  

Refer to the Email and Internet Acceptable Use Policy for details of how you may use the 
Council’s Email and Internet facilities, your responsibilities, constraints and information 
regarding monitoring of use. 

3.3 E-Mail Use 

3.3.1 General 

Corporate E-mail is provisioned as a means of effectively improving communications, 
knowledge and efficiency at work. 

However, E-mail also introduces security threats such as: 

 Malicious code attacks e.g. viruses 

 Unsolicited or undesirable e-mail 

 Fraudulent attempts to acquire sensitive information such as passwords 

 Unauthorised content 
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 Breaches of legislation e.g. computer misuse and copyright legislation 

To minimise these security threats, you must refer and adhere to the Email and Internet 
Acceptable Use Policy. This provides details of how you may use the Council’s email and 
internet facilities, your responsibilities, constraints and also information regarding monitoring 
of use. 

3.4 Use of Social Media 

The personal use of social media or instant messaging on Barrow Borough Council IT 
equipment, is not permitted in any circumstances.  

Access to social media and instant messaging is restricted by default across the Council’s 
network.  

The Council’s social media presence will be managed in accordance with the Social Media 
Use Policy.  

3.5 User Access Control 

3.5.1 General 

Each device connected to the Barrow Borough Council network is a potential gateway into 
the system and consequently every user has a personal responsibility to ensure that they 
control access to their device by diligently complying with the access control procedures.  

You must only access and use Barrow Borough Council network, systems and applications if 
you are authorised to do so. If you are granted access, it is so that you are able to perform 
your duties efficiently.  

User Access to the systems is controlled by the use of Login IDs and passwords. Unless 
specially otherwise authorised, all Logon IDs and passwords are unique to each individual 
and consequently you will be accountable for all actions on systems that are linked to your 
Login ID.  

A Windows Laptop which is enabled for Windows Hello authentication will allow the use of a 
PIN code in place of a user ID and password to logon to the device and gain access the 
services. 

You are personally responsible for controlling access to any device that you use and 
therefore it is important that you strictly adhere to the measures stated below. 

3.5.2 User Responsibilities 

 Do not leave your device unattended when logged on.  Normally, desktop devices 
and laptops will force a lockout after a pre-determined period of time and you will be 
required to re-enter your Login ID and password or PIN to regain access. The lockout 
option can also be accessed manually by pressing Ctrl-Alt-Delete.  

 Be aware of your environment and potential onlookers when you have sensitive 
information displayed on a screen.  

 Do not allow anyone else to use your Logon ID and password. If you are issued with 
a Laptop with Windows Hello authentication you will have a PIN which can be used in 
place of a Logon ID and password, do not allow anyone else the device and the PIN.  

 Do not use someone else’s Login ID and password to access the network unless 
specifically authorised to do so. “Unauthorised access” can be regarded as a criminal 
offence in certain circumstances.  

 Do not disable, interrupt or change the configuration settings of any security control 
(e.g. antivirus) installed on any managed Barrow Borough Council resource. 
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3.5.3 Passwords and Windows Hello PIN 

Strong user passwords are a vital part of protecting Barrow Borough Council’s Information 
and systems. The password length and complexity contribute to building a strong password. 
A password should be based on a mixture of numbers, uppercase, lowercase and non-
alphabetic characters. It should consist of at least 10 characters. It can be quite difficult to 
create a strong password that is also memorable and compliant with corporate requirements. 
You can find advice on how to achieve this in the “Guidelines for Secure Passwords”. 

You must manage the security of your password or PIN at all times and ensure that 
you adhere to the following: 

 Be mindful of your environment and people around you when you login 

 Change your password on first use if it has been provided by someone else (e.g. IT) 

 Don’t share your password with others 

 Change your password or PIN immediately if you think someone may know it or be 
able to guess it  

 Don’t write your password or PIN down in plain text 

 Have a unique password for each system you use 

 Don't let your browser remember passwords for you  

If you suspect that your password or PIN has been compromised, that password must be 
changed immediately and the suspected compromise reported to the IT Help Desk.  

More information can be found in the Access Control Policy. 

3.6 Ownership of Information  

You should be aware that: 

 All Barrow Borough Council information is ultimately the property of Barrow Borough 
Council 

 Barrow Borough Council may monitor and record any activities occurring on Barrow 
Borough Council resources. These records may be investigated at the authorised 
request of management, without limitation or prior notice 
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3.7 Information Classification and Handling 

3.7.1 General 

All information that is handled by Barrow Borough Council has a classification to determine 
the level of security it requires and the way in which it must be handled. 

The Barrow Borough Council Information Classification and Handling Policy specifies 
labelling and handling procedures. These procedures apply to all information irrespective of 
its form, including electronic information e.g. databases and files, computer media based 
information e.g. stored on CDs and DVDs, and paper based documents.  

For every document you produce, you are personally responsible for ensuring that is it is 
classified in accordance with the guidance from your departmental manager. When you are 
classifying information, you must consider its sensitivity and how much protection it needs. 

When using Barrow Borough Council information, you must handle it in a secure manner 
based upon its classification. 

3.7.2 Data Control 

Barrow Borough Council sensitive information may only be transmitted electronically if 
approved by the information owner and when it is secured appropriately (by a suitable 
encryption level) according to all applicable policies and standards based on its level of 
classification.  

Users must not copy Barrow Borough Council sensitive information to any removable media 
devices without authorisation from their departmental manager. Appropriate controls and 
encryption methods must be in place. 

Users must not copy Barrow Borough Council sensitive information to smartphones and 
tablets. 

Users may not synchronise or share Barrow Borough Council sensitive information with 
Internet enabled commercial file sharing services (e.g. DropBox, OneDrive, Google Drive). 
Only services which are managed and operated by Barrow Borough Council may be used 
for this purpose. Contact the IT Department if you require further information. 

3.7.3 Clear Desk Policy 

You must ensure that sensitive computer media and documentation are not left unattended 
and insecure and are appropriately stored in locked areas or facilities e.g. locked cabinets, 
and that access to relevant keys are controlled.  

At the end of a working day, you must: 

 Logoff your device 

 Clear your desk, and lock all sensitive computer media and documents away in a 
drawer or cabinet with suitably restricted access 

 If you are a user of a portable device, and you are not taking it with you, then take 
security measures such as locking away in a drawer or cabinet 

3.8 Protection of Customer Information  

The General Data Protection Regulation (GDPR) protects individuals from misuse of their 
personal data. GDPR covers data held in both electronic and paper form. Compliance with 
Barrow Borough Council Information Security policies, standards and procedures will ensure 
that the security of customer data is not compromised.   
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3.8.1 Call Notes and Customer Data 

In line with any other personal information, notes entered in the Customer Relationship 
Management system (CRM) and other service specific systems are subject to GDPR.  

Our customers are entitled to see any call notes or other details we hold about any of the 
customer contact they have made with us.  

Therefore: 

 Call notes and other details, just like any other documents, could be disclosed in 
litigation or in response to a Subject Access Request 

 The information contained within CRMs and service specific systems may be highly 
confidential. You must not disclose any information obtained from these systems to 
any third party without authorisation from the relevant line manager  

 You must not use or copy any of the information in these systems for any purpose 
other than your legitimate work for the Council. If there is a business requirement to 
take data outside of the Council premises, this must be handled in accordance with 
the classification. Departmental manager authorisation must be sought for personal 
or sensitive information 

3.8.2 Payment Cards - PCI Data Security Standards (PCI DSS) 

PCI Data Security Standards (PCI DSS) require Barrow Borough Council to take proper care 
of customer information when: 

 Selling products and services 

 Processing refunds 

 Resolving payment problems 

 Implementing fraud prevention measures 

Further information can be found in PCI-DSS Compliance Policy. 

Barrow Borough Council Information Security policies, standards and procedures are 
designed to support the requirements of PCI DSS and therefore your adherence to those 
standards contributes to Barrow Borough Council’s compliance.  

3.9 Communication Security 

Due care must be taken when using telephones, voicemail, answering machines, facsimiles 
and recording equipment (e.g. photographic, video and audio equipment) to ensure the 
protection of sensitive information.  

It is important that before you conduct a telephone conversation in an open plan office area 
or outside of Barrow Borough Council premises, you must consider the nature of the topic 
you are about to discuss. If the conversation is of a sensitive nature, you must ensure that 
there is no possibility of eavesdropping. Remember to always be aware of who is around 
you when holding a confidential conversation. In addition, messages containing sensitive 
information must not be left on voicemail and answering machines. 

3.10 Use of Encryption 

If there is a business case to transmit sensitive information by email or to transfer sensitive 
information to removable media or externally hosted systems, then advice on suitable 
protective measures (e.g. use of strong encryption) should be sought from IT Services.  

The use of encryption methods not provided or approved by Barrow Borough Council are 
forbidden. 
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More information can be found in the System Configuration and Management Policy, 
established and held by the IT Services. 

3.11 Data Backup 

Back-up and recovery procedures and technology are implemented for centrally held data in 
order to protect Barrow Borough Council from losses or corruption of electronic information 
and software, e.g. due to unauthorised changes to information and software, technical 
failures, viruses and fire.  

All staff are responsible for ensuring that any data that they create or change is backed up 
on a regular basis. This is achieved by ensuring that data is stored on central systems which 
are backed up on a regular basis (i.e. not on a local laptop / desktop). 

Therefore you should ensure that: 

 You minimise storage of data on your individual device 

 You save data or regularly back up data to the centrally controlled systems 

3.12 Computer Equipment 

3.12.1 User Responsibilities 

You must always take care of IT equipment allocated for your use: 

 All the IT equipment and software that you have been assigned remains the property 
of Barrow Borough Council. All users have an obligation to ensure that this 
equipment and software is safeguarded and only used as intended by Barrow 
Borough Council 

 Direct connection of non-Barrow Borough Council equipment to the wired network or 
wireless network is forbidden without formal authorisation by the IT Manager and 
relevant information system owners or line managers. For further information refer to 
the Third Party Access Policy or contact IT Services. 

 In addition, you must not use personally owned information processing facilities (e.g. 
IPads, Smartphones etc.) to process Barrow Borough Council information without 
formal authorisation by the IT Services and relevant information system owners or 
line managers 

 Other than your personal laptop, tablet or smartphone, you must not remove any IT 
equipment from Barrow Borough Council premises without the authorisation of the IT 
Department and relevant information system owners or line managers 

 You must not modify your allocated IT equipment in any way; this includes any 
amendments to the hardware and software configuration  

 You must not install any software on your allocated IT equipment. If you require any 
software for your work, you must consult your line manager and IT Services 

 You must not expose your allocated IT equipment to any environmental hazard, such 
as extremes of temperature, water ingress etc. 

 You must protect your allocated IT equipment against loss, theft and unauthorised 
access: 

o Ensure that computer equipment is physically secure at all times, including when 
it is in the office, at home and travelling 

o Avoid leaving it unattended for example, when travelling 

o Consider if other security measures are appropriate for where it is located 

 Do not keep your computer PIN, username or password with the equipment 
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 Avoid keeping important files only on the device in order to prevent them from being 
completely lost if a device fails or is stolen 

 Do not store sensitive Barrow Borough Council information on removable media or 
portable devices 

 Immediately report any compromised, lost or stolen equipment to the IT Helpdesk 

3.12.2 Secure Disposal and Re-use of Equipment 

All of Barrow Borough Council information and software must be securely removed from IT 
equipment before disposal or re-use of the equipment. All equipment intended for disposal 
and re-use must be returned to IT Services, who will, where appropriate, securely remove 
information and software from the equipment. 

3.13 Security Incidents 

3.13.1 General 

In order for Barrow Borough Council to be able to manage and deal with security incidents 
successfully, the relevant information must be captured and logged.  

Examples of a security incident include: 

 Divulging a password to another user without authority 

 Loss of equipment or sensitive data 

 Physical damage to IT equipment 

 Compromise of sensitive documents and information 

 Unauthorised use of another user’s profile 

 Improper use of e-mail or the Internet, e.g. harassing e-mails, downloading or 
distribution of pornographic images 

 Unauthorised copying of information 

 Damage to property that could impact information security 

 Theft of IT equipment 

 Potential computer virus infection 

 Unexplained Changes to System Data / Configuration  

 Access to premises without authority 

3.13.2 Reporting Security Incidents 

If you suspect or have knowledge of a security incident or a breach of information security 
policy and standards, or a software malfunction, or a security weakness in any information 
system, you must report the concern immediately, to the IT Help Desk.  

In cases where the incident is of a potentially sensitive nature, it may be reported directly to 
the IT Manager, Corporate Support Manager, HR and/or your line manager as appropriate 
instead of the IT Help Desk. 

Potentially serious security incidents or suspected security breaches should also be reported 
immediately to the IT Manager, Corporate Support Manager, HR and/or your line manager 
(as appropriate to the circumstances). 

3.13.3 Involvement with Security Incidents 

It is vital that you report all security incidents. Withholding information and failing to report an 
incident could result in you being held personally liable.  
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Do not attempt to deal with the security incident (other than reporting the incident) otherwise 
you could potentially become involved in disciplinary or legal action. The integrity of log files 
and preservation of evidence is vital 

The details of information security incidents can be very sensitive and must be handled with 
discretion.  

All persons involved in the reporting and documenting of information security incidents must 
ensure that sensitive information is disclosed to only those people who need to know the 
details. 

Any incident/breach, which may potentially have a security implication, must be escalated by 
reporting to the IT Manager, Corporate Support Manager and HR as appropriate. Serious 
Security Incident or breaches should be further escalated to the Director of Resources 
(SIRO).  

For further information, refer to the Information Security Incident Management Policy or 
contact your line manager for advice. 
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4 Responsibilities 
Managers are directly responsible for implementing the Information Security Policy, 
Acceptable Use of Information Assets and associated documents within their functional 
areas, and for adherence by their staff. All personnel also have a responsibility to 
adherence, regardless of their status. 

Any breach of the Information Security Policy (and related documents) may result in further 
action in accordance with the Local Dismissal and Disciplinary Procedure. Data from 
monitored use of Barrow Borough Council Email and Internet systems may be used as 
evidence of unacceptable use and breach of policy. 
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PART ONE 

Barrow Borough Council  

Executive Committee 

15 December 2021 

Outside Bodies – Police and Crime Panel Appointment 

 

 

Report from:   Head of Legal and Governance and Monitoring Officer 

Report Author:  Jon Huck 

Wards:    (All Wards); 

 

1.0  Summary and Conclusions  

1.1  To appoint a representative to the Cumbria Police and Crime Panel. 

 

2.0  Recommendation  

2.1.1  The Committee is requested to appoint a representative to the Police and 

Crime panel.  

3.0 Background and Proposals  

3.1 Following a request from Councillor Callister to stand down as a representative on 
the Police and Crime Panel, Executive Committee are asked to consider a new 
appointment to the panel. 

 

4.0 Consultation  

 Not relevant. 

 

5.0  Alternative Options  

5.1 N/A 

 

6.0 Contribution to Council Plan Priorities  

6.1 Representation on outside bodies enables the Council to work with partners in 

shaping and achieving Council Priorities. 

 

7.0 Implications  

Financial, Resources and Procurement  

7.1.1 None. 
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Legal  

7.1.2 None. 

 

Equality and Diversity  

7.2 N/A. 
 
Risk 

Risk  Consequence  Controls required  

N/A N/A N/A 

 

Contact Officers  

Jon Huck – jwhuck@barrowbc.gov.uk 

 

Appendices Attached to this Report – None 

 

Background Documents Available 

 

Name of Background document  Where it is available  

1 

 

None 
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